

    
      
          
            
  
Welcome to BusKill’s documentation!

Welcome! BusKill’s documentation is split into 4 main parts:


	Hardware User Guide


	Software User Guide


	Hardware Developer Guide


	Software Developer Guide




For information on using the BusKil App, see Software User Guide.

For information on how to build your own BusKill cable, see Hardware Developer Guide.


Note

If you’re looking to order a pre-assembled BusKill cable, you can buy a BusKill cable here [https://buskill.in/buy].

Revenue from BusKill cable purchases [https://buskill.in/buy] go to supporting this open-source project. Please consider purchasing a cable or making a donation if you build your own.




[image: _images/buskill_featuredImageLight.jpg]
source: Michael Altfield’s tech blog [https://tech.michaelaltfield.net/2020/01/02/buskill-laptop-kill-cord-dead-man-switch/]
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	🕵 Military/Intelligence





	Quickstart
	Step 1: Attach Carabiner To Belt

	Step 2: Plug-in To Device
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Introduction

This section will describe [a] what the BusKill project is and [b] why a BusKill cable can help improve you and your organization’s OpSec [https://en.wikipedia.org/wiki/Operations_security].



	What is BusKill?

	Who Uses BusKill?
	✈️ Travelers

	🎙️ Journalists

	☮️ Activists

	₿ Crypto Traders

	💼 Businesses

	🕵 Military/Intelligence





	Quickstart
	Step 1: Attach Carabiner To Belt

	Step 2: Plug-in To Device

	Step 3: Arm BusKill













            

          

      

      

    

  

    
      
          
            
  
What is BusKill?

BusKill is the world’s first laptop kill cord [https://en.wikipedia.org/wiki/Kill_cord]–it’s a hardware Dead Man’s Switch [https://en.wikipedia.org/wiki/Dead_man%27s_switch] that executes some user-configurable trigger when your machine is physically separated from you.

[image: ../_images/buskill_demo.gif]
The trigger that’s executed when the cable’s connection is severed can either [a] lock the screen or [b] shutdown the machine.

Advanced users can add auxiliary triggers, such as a self-destruct trigger that wipes the LUKS header [https://buskill.in/luks-self-destruct/], making the entire disk permanently inaccessible (even to rubber-hose cryptanalysis [https://en.wikipedia.org/wiki/Rubber-hose_cryptanalysis]).


Note

If you purchase a BusKill cable [https://buskill.in/buy], or use the BusKill App, it will only ship with non-destructive triggers that will not cause data-loss.



BusKill can protect the data stored on your (encrypted) device (and any accounts that you’re currently logged-into) from a snatch-and-run thief.


[image: ../_images/rubber_hose_cryptanalysis.png]
Rubber Hose Cryptanalysis (source: xkcd [https://xkcd.com/538/])






Who Uses BusKill?

There are several use-cases for BusKill. It can be useful for:


✈️ Travelers

The classic use-case [https://tech.michaelaltfield.net/2020/01/02/buskill-laptop-kill-cord-dead-man-switch/] for BusKill is to protect a traveler’s devices and accounts when using the device in public, such as a café when taking holiday in Paris or a coworking hot desk when on a business trip in San Francisco.

BusKill can protect a tourist’s bank accounts from a snatch-and-run laptop thief when logged-into online banking.




🎙️ Journalists

In many countries, reporting the truth can be a life-threatening occupation [https://rsf.org/en/ranking].

BusKill can help journalists operating in an oppressive regimes keep their documents and their sources safe when the political police suddenly raid their workplace.




☮️ Activists

Many oppressive governments and businesses have imprisoned and murdered peaceful protesters.

BusKill can keep an activist’s affinity group safe when the secret police [https://en.wikipedia.org/wiki/Secret_police] suddenly raid an organizer’s home.




₿ Crypto Traders

In the cryptocurrency [https://en.wikipedia.org/wiki/Cryptocurrency] space, “you are your own bank”.

BusKill can protect the private keys stored on a crypto trader’s machine while trading OTC or on an exchange.




💼 Businesses

Business has always been the backbone of infosec. Data stored on employee’s laptops (whether private keys or IP) can easily cause millions or billions of dollars in losses to a company.

BusKill can prevent an unlocked computer from ending-up in a competitor’s hands.




🕵 Military/Intelligence

BusKill can be a life-saver for intelligence operatives behind enemy lines.







            

          

      

      

    

  

    
      
          
            
  
Quickstart

This page is a brief guide to using BusKill. For more detailed information, see:


	Hardware User Guide and


	Software User Guide





Step 1: Attach Carabiner To Belt

First, connect the carabiner (clip) side of your BusKill cable to your belt loop. This anchors your device to your body, so that if your device is taken away, the cable will disconnect.


[image: ../_images/buskill_attachToBelt1.jpg]
Step 1: Attach Carabiner to Belt






Step 2: Plug-in To Device

Next, connect the magnetic-breakaway side of your BusKill cable to your device. This lets the BusKill app know that you’re sitting at the helm.


[image: ../_images/buskill_attachToDevice1.jpg]
Step 2: Plug-in the BusKill cable to your device






Step 3: Arm BusKill

Open the BusKill app and click the Arm button.


[image: ../_images/buskill_app_lin_arm2.gif]
Step 3: Arm BusKill









            

          

      

      

    

  

    
      
          
            
  
Frequently Asked Questions


Q: What is BusKill?

BusKill is the world’s first laptop kill cord [https://en.wikipedia.org/wiki/Kill_cord]. It’s a hardware Dead Man’s Switch [https://en.wikipedia.org/wiki/Dead_man%27s_switch] that can trigger your laptop to lock, shutdown, or self-destruct if your machine is physically separated from you.

For a more detailed explanation on what BusKill is and who it’s designed for, see What is BusKill?




Q: Where can I buy a BusKill cable?

You can purchase a BusKill cable [https://buskill.in/buy] from our website.




Q: What actions can I trigger with BusKill?

Anything scriptable! Currently the BusKill App supports locking your screen and shutting down your computer.




Q: Self-destruct?!? Will this brick my computer?

No. Advanced users can add triggers that wipe RAM and encryption keys. This self-destruct sequence will make all of the data previously stored on a machine with Full Disk Encryption permanently useless. Note that this “self-destruct” sequence destroys the data only, not the hardware.

This self-destruct trigger is not included in BusKill by default. So for most users, the worst that can happen is your machine powers off. No data loss. No fried hardware.




Q: What about false-positives?

BusKill’s breakaway connector uses strong magnets that decreases the risk of false-positives.

That said, it is designed to breakaway, so if you accidentally trigger BusKill (by, say, standing up to get a cup of coffee without disarming BusKill), then the worst that can happen (if you’re using the BusKill app without manually adding auxilary triggers) is that your computer will shutdown.

Here’s some tips to avoid false-positives:



	When using BusKill, work on a sturdy table with a comfortable chair.


	Avoid moving your laptop after arming BusKill in the app.


	The first few days, limit yourself to just the lock screen trigger to avoid loosing your work as you get used to disarming BusKill before taking toilet breaks.







See also Q: But bluetooth…




Q: What about interdiction?

Unfettered physical access can defeat most security, and installation of malicious software or hardware implants is a real risk for shipping.

We don’t consider hologram stickers or tamper-evident tape/crisps/glitter to be sufficient solutions to supply-chain security. Rather, the solution to these attacks is to build open-source, disassembleable, and easily inspectable hardware whose integrity can be validated without damaging the device and without sophisticated technology.

Fortunately, the requirements for BusKill’s hardware components are simple, making integrity verification relatively easy.

If you’d like to help BusKill make our open-source cable more resistant to interdiction attacks, please contact us [https://buskill.in/contact/] about designing verifiable hardware components.




Q: Could an attacker clone my BusKill drive and quickly insert it before stealing my laptop?

No. Even if an exact replica was inserted, BusKill will still be triggered if it’s disconnected.




Q: But I’m using 2FA and my OS has FDE with AES 256 and a 20-word passphrase.

That’s good! But it won’t protect you if a thief snatch-and-runs with your laptop after you’ve authenticated.

The only way to defend against this sort of attack is by using a Dead Man Switch to detect that you’ve been replaced at the helm, such as BusKill.




Q: But bluetooth…

Using a radio-based Dead Man Switch introduces complexity, delays, and an increased vector of attack. BusKill is a simple hardware kill cord and is therefore more secure than any wireless solution.




Q: How can I get updates about BusKill?

You can signup for our BusKill email newsletter [https://www.buskill.in/#newsletter] or follow us on any of the following social media profiles:


	Twitter @BusKillin [https://twitter.com/buskillin]


	Facebook @BusKill.in [https://www.facebook.com/BusKill.in/]


	Mastodon BusKillin@Mastodon.social [https://mastodon.social/@BusKillin]


	GitHub BusKill [https://github.com/BusKill]


	YouTube BusKill [https://www.youtube.com/channel/UC5Njxb027m2OmrocrH33oew/about]







Q: My questions isn’t listed. Where can I get support?

Please see Support







            

          

      

      

    

  

    
      
          
            
  
Hardware User Guide

This section will describe how to setup the hardware BusKill cable prior to using the software to arm and disarm BusKill.

For information on how to build and assemble the BusKill cable, see Hardware Developer Guide


Step 1: Attach Carabiner To Belt

First, connect the carabiner (clip) side of your BusKill cable to your belt loop. This anchors your device to your body, so that if your device is taken away, the cable will disconnect.


[image: ../_images/buskill_attachToBelt1.jpg]
Step 1: Attach Carabiner to Belt






Step 2: Plug-in To Device

Next, connect the magnetic-breakaway side of your BusKill cable to your device. This lets the BusKill app know that you’re sitting at the helm.


[image: ../_images/buskill_attachToDevice1.jpg]
Step 2: Plug-in the BusKill cable to your device









            

          

      

      

    

  

    
      
          
            
  
Software User Guide

This section will describe how to use the BusKill App to arm, disarm, and configure BusKill.



	System Requirements
	Supported Platforms





	Downloading The BusKill App

	Verifying the Download

	Opening The BusKill App
	Linux

	Windows

	MacOS





	BusKill App: Graphical User Interface
	Arming

	Disarming





	BusKill App: Command-Line Interface
	Help

	Arming

	Disarming













            

          

      

      

    

  

    
      
          
            
  
System Requirements

Our app is released as a self-contained executable, including the python interpreter and all other dependencies.

You need about 50 MB of disk space to download the BusKill app, depending on the platform.


Supported Platforms

The below table shows which Operating Systems that the BusKill app has been tested on.

You can help the BusKill project by testing the BusKill app on other platforms and editing this table. For more info, see Contributing and Documentation.








	Platform

	Version

	Remark





	Windows

	10

	Supported



	MacOS

	10.15 (Catalina)

	Supported



	Linux

	Ubuntu 20.04 LTS (Focal Fossa)

	Supported



	Linux

	Ubuntu 18.04 LTS (Bionic)

	Supported












            

          

      

      

    

  

    
      
          
            
  
Downloading The BusKill App

The BusKill projects uses GitHub as our forge.

To download the latest version of the BusKill app, click the Latest button under Releases on our repository’s home page:



	https://github.com/BusKill/buskill-app








[image: screenshot of the buskill-app repo home page]
Click “latest” on our buskill-app repo [https://github.com/BusKill/buskill-app] page



Then you’ll want to click to download three files:


	The SHA256SUM checksum file,


	The SHA256SUM.asc detached signature file, and


	The archive for your OS and architecture (eg buskill-linux-x86_64.v0.1.0.tar.bz2)





[image: screenshot of the buskill-app repo release page]
Download SHA256SUM, SHA256SUM.asc, and your OS/arch-specific release files




Note

If you’d like to download our source code and build our app yourself, see Building buskill-app







            

          

      

      

    

  

    
      
          
            
  
Verifying the Download

Before executing anything downloaded from github.com, it’s important to verify the cryptographic signature and integrity of the file.


Warning

Note that github.com is not a website that we control, and you should not trust it.



Before we can verify the authenticity of the BusKill app, it’s necessary to download gpg and the BusKill release key. For information on how to obtain these dependencies, see PGP Keys.

Once the BusKill Releases Signing Key is in your gpg keyring, execute the following to verify the BusKill app downloaded from github.com

user@host:~/Downloads$ ls
buskill-linux-x86_64.v0.1.0.tar.bz2  SHA256SUMS  SHA256SUMS.asc
user@host:~/Downloads$

user@host:~/Downloads$ gpg --verify SHA256SUMS.asc
gpg: assuming signed data in 'SHA256SUMS'
gpg: Signature made Sat 01 Aug 2020 02:05:32 PM +0545
gpg:                using RSA key 798DC1101F3DEC428ADE124D68B8BCB0C5023905
gpg: Good signature from "BusKill Releases Signing Key 2020.07 <releases@buskill.in>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
gpg:          There is no indication that the signature belongs to the owner.
Primary key fingerprint: E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A
     Subkey fingerprint: 798D C110 1F3D EC42 8ADE  124D 68B8 BCB0 C502 3905
user@host:~/Downloads$

user@host:~/Downloads$ sha256sum --ignore-missing -c SHA256SUMS
buskill-linux-x86_64.v0.1.0.tar.bz2: OK
user@host:~/Downloads$









            

          

      

      

    

  

    
      
          
            
  
Opening The BusKill App

BusKill is a self-contained, portable app that doesn’t require installation.


Linux

To open the BusKill App in Linux, extract the tarball and double-click the AppImage.




Windows

To open the BusKill App in Windows, extract the zip archive and double-click buskill.exe.




MacOS

To open the BusKill App in MacOS, extract the tarball, and double-click the .dmg and the buskill executable.


Note

Due to budget reasons, the BusKill project cannot afford to notorize our apps. In fact, Apple app notorization doesn’t add any security; we already provide a means for users to cryptographically authenticate and verify the integrity of our releases using PGP.

If you’re passionate about improving the UX so MacOS users don’t have to go to Security & Privacy settings and click Open Anyway, please make a $200 donation which will cover Apple fees to notorize our app for 1 year.









            

          

      

      

    

  

    
      
          
            
  
BusKill App: Graphical User Interface

This page will describe how to use the BusKill app in GUI mode.


Arming

BusKill always starts in the disarmed state.

When BusKill is disarmed, events will never be triggered–even if the BusKill cable is unplugged.


[image: Screenshot of BusKill in Linux]
Click the Arm button



To arm BusKill, click the Arm button. BusKill can be armed whether or not the cable is plugged-in. Plugging-in the BusKill cable never triggers any BusKill events, regardless of whether or not BusKill is armed or disarmed.








	
[image: screenshot of the buskill-app in the disarmed state]



	
[image: screenshot of the buskill-app in the disarmed state]



	
[image: screenshot of the buskill-app in the disarmed state]











Disarming

When BusKill is armed, removing the BusKill cable will cause the screen to lock. Removing the cable does not disarm BusKill. Removing the cable subsequent times will continue to cause the screen lock trigger to be executed.

BusKill can be disarmed by closing the window or clicking the Disarm button.








	
[image: screenshot of the buskill-app in the armed state]



	
[image: screenshot of the buskill-app in the armed state]



	
[image: screenshot of the buskill-app in the armed state]














            

          

      

      

    

  

    
      
          
            
  
BusKill App: Command-Line Interface

This page will describe how to use the BusKill app in CLI mode.

To control BusKill via the CLI, use the same executable with arguments (executing buskill without arguments opens it in GUI mode).


Help

You can print a list of allowable arguments by passing the buskill app -h or --help

user@disp2781:~/Downloads/dist$ ./buskill.AppImage --help
buskill version {'GITHUB_REF': 'refs/heads/v0.1.0', 'GITHUB_SHA': '120db24f2334071404e238123b94e51cf5987dce', 'SOURCE_DATE_EPOCH': '1596189086'}
usage: buskill [-h] [-v] [-a]

App for arming and configuring BusKill.

optional arguments:
  -h, --help     show this help message and exit
  -v, --verbose  increase output verbosity
  -a, --arm      Arms BusKill
user@disp2781:~/Downloads/dist$








Arming

To arm BusKill, execute it with the -a or --arm argument

user@disp2781:~/Downloads/dist$ ./buskill.AppImage --arm
buskill version {'GITHUB_REF': 'refs/heads/v0.1.0', 'GITHUB_SHA': '120db24f2334071404e238123b94e51cf5987dce', 'SOURCE_DATE_EPOCH': '1596189086'}
DEBUG: attempting to arm BusKill
INFO: BusKill is armed. Listening for removal event.
INFO: To disarm the CLI, exit with ^C or close this terminal








Disarming

To disarm BusKill, simply send SIGTERM by typing ctrl+c or closing the terminal







            

          

      

      

    

  

    
      
          
            
  
Hardware Developer Guide

This section will describe how to build the BusKill hardware cable.

For information on how to setup and use the BusKill cable before using the BusKill app, see Hardware User Guide



	Bill of Materials
	Standard USB-A Cable

	USB-C Variant





	Assembly of components
	Step 1: Attach carabiner to USB drive

	Step 2: Plug USB drive into cable

	Step 3: Plug USB cable into magnetic breakaway













            

          

      

      

    

  

    
      
          
            
  
Bill of Materials

This page will provide the bill of materials listing the materials and components necessary to build the BusKill cable.


Standard USB-A Cable

The standard BusKill cable assumes USB type A.












	Index

	Item

	Cost *

	Qty

	Total

	Source **

	Notes





	1

	Carabiner

	6

	1

	6

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	


	2

	USB Drive

	5

	1

	5

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	


	3

	USB Extension Cable

	6

	1

	6

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	
USB type A

1 meter length






	4

	Magnetic Breakaway

	10

	1

	10

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	





Grand Total: ~$30


[image: image of the BusKill USB-A cable]
The standard USB-A BusKill cable. Source: Michael Altfield’s tech blog [https://tech.michaelaltfield.net/2020/01/02/buskill-laptop-kill-cord-dead-man-switch/]






USB-C Variant

If your device has USB type C ports and no USB type A ports, you can make a BusKill cable from the following USB-C components.












	Index

	Item

	Cost *

	Qty

	Total

	Source **

	Notes





	1

	Carabiner

	6

	1

	6

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	


	2

	USB Drive

	20

	1

	20

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	USB type C



	3

	USB Extension Cable

	13

	1

	13

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	
USB type C

1 meter length






	4

	Magnetic Breakaway

	25

	1

	25

	Amazon [https://docs.buskill.in/buskill-app/en/stable/hardware_dev/bom.html]

	USB type C






Grand Total: ~$65

TODO: picture


Note

While the BusKill cable has an open-source design, some of the individual components used to build the BusKill cable do not have open-source designs.

To help make more of the BusKill cable’s components open-source, please see our Wish List



* all prices shown are in USD and are likely to change over time

** The BusKill project earns fees from qualifying purchases made through the Amazon Associates program. Please help our project stay alive by purchasing items through our affiliate links on this page.







            

          

      

      

    

  

    
      
          
            
  
Assembly of components

This section will describe how to assemble the hardware BusKill cable prior to using it.

For information on how to use the BusKill cable, see Hardware User Guide

[image: image shows the assembly of the BusKill cable]

Step 1: Attach carabiner to USB drive

First, connect the carabiner (clip) to the USB drive.


[image: image of carabiner being connected to USB drive]
Step 1: Attach Carabiner to USB drive






Step 2: Plug USB drive into cable

Next, plug the USB drive into the female end of the USB extension cable.


[image: image of USB drive being plugged-into USB extension cable]
Step 2: Plug-in the USB drive into the USB extension cable






Step 3: Plug USB cable into magnetic breakaway

Finally, plug the the male end of the USB extension cable into the USB magnetic breakaway adapter.


[image: image of USB cable being plugged-into magnetic breakaway]
Step 2: Plug-in the USB extension cable into the magnetic breakaway









            

          

      

      

    

  

    
      
          
            
  
Software Developer Guide

This section is intended for the developer who wants to modify the source code of the BusKill software.



	API Reference (buskill-app)
	Source Code

	main.py

	buskill.py

	buskill_cli.py

	buskill_gui.py

	buskill.kv





	Building buskill-app
	Linux

	Windows

	MacOS





	Documentation
	Continuous Documentation

	Updating

	Building





	Release Workflow
	Determine Version Number

	Create Release Branch

	Finalize Release

	Test

	Tag

	Build & Sign

	Upload

	Update updates repo metadata





	Hotfix Workflow
	Determine Version Number

	Create Hotfix Branch

	Finalize Release

	Tag

	Build, Sign, and Upload













            

          

      

      

    

  

    
      
          
            
  
API Reference (buskill-app)

This section documents the main BusKill app


Source Code

This section documents the source code files and their classes/function using autodoc.

You can find the sourcecode that this document refers to in the src/ directory on our github-app repo on github.com [https://github.com/BusKill/buskill-app/tree/master/src]


Contents


	API Reference (buskill-app)


	Source Code


	main.py


	buskill.py


	buskill_cli.py


	buskill_gui.py


	buskill.kv













main.py

File:    main.py
Authors: Michael Altfield <michael@buskill.in>
Created: 2020-06-23
Updated: 2020-06-23
Version: 0.1





This is the main wrapper script for launching the BusKill app.

It has no functions and simply sets-up some essential requirements based on the platform, sets-up logging, and then either launches the CLI (buskill_cli.py) or the GUI (buskill_gui.py).

For more info, see: https://buskill.in/




buskill.py




buskill_cli.py




buskill_gui.py




buskill.kv

This is our main kivy-specific design language [https://kivy.org/doc/stable/gettingstarted/rules.html] file that describes how to render the GUI, separating code from design.







            

          

      

      

    

  

    
      
          
            
  
Building buskill-app

This section documents how to build the BusKill App.


Note

Our build scripts are designed to be run on GitHub’s shared runners – disposable cloud instances. Therefore, our build scripts may make system-wide package changes and they may not cleanup at the end of their execution.

We recommend that you execute these on a fresh disposable VM and take a snapshot before proceeding.




Linux

Our build script is executed on GitHub’s shared runners, which use Ubuntu. For better reproducibility, the build script itself is executed inside a wrapper script that installs and executes the build script in a debian docker container. For more information, see:


	The list of Ubuntu versions in GitHub’s documentation [https://docs.github.com/en/actions/reference/virtual-environments-for-github-hosted-runners#supported-runners-and-hardware-resources]


	Our build logs [https://github.com/BusKill/buskill-app/actions?query=workflow%3Abuild]




sudo su -
sudo apt-get install git
git clone https://github.com/BusKill/buskill-app.git
cd buskill-app/
build/linux/debianWrapper.sh






Note

When first setting up your build environment, it may be helpful to reference our GitHub build workflow for Linux [https://github.com/BusKill/buskill-app/blob/master/.github/workflows/build.yml#L12-L22].






Windows

Our build script is executed on GitHub’s shared runners. For more information on the specific version of Windows you should use for best results, see:


	The list of Windows versions in GitHub’s documentation [https://docs.github.com/en/actions/reference/virtual-environments-for-github-hosted-runners#supported-runners-and-hardware-resources]


	Our build logs [https://github.com/BusKill/buskill-app/actions?query=workflow%3Abuild]




git clone https://github.com/BusKill/buskill-app.git
cd buskill-app/
build/windows/buildExe.ps1






Note

When first setting up your build environment, it may be helpful to reference our GitHub build workflow for Windows [https://github.com/BusKill/buskill-app/blob/master/.github/workflows/build.yml#L68-L73].






MacOS

Our build script is executed on GitHub’s shared runners. For more information on the specific version of MacOS you should use for best results, see:


	The list of MacOS versions in GitHub’s documentation [https://docs.github.com/en/actions/reference/virtual-environments-for-github-hosted-runners#supported-runners-and-hardware-resources]


	Our build logs [https://github.com/BusKill/buskill-app/actions?query=workflow%3Abuild]




sudo su -
git clone https://github.com/BusKill/buskill-app.git
cd buskill-app/
build/mac/buildDmg.sh






Note

When first setting up your build environment, it may be helpful to reference our GitHub build workflow for MacOS [https://github.com/BusKill/buskill-app/blob/master/.github/workflows/build.yml#L118-L127].









            

          

      

      

    

  

    
      
          
            
  
Documentation

This section documents how to update and build the documentation


Continuous Documentation

The BusKill project treats documentation-as-code. It is versioned, managed with git, and automatically built and released with our CI/CD GitHub Actions workflows [https://github.com/BusKill/buskill-app/blob/master/.github/workflows/docs_pages_workflow.yml].

Our documentation is written in reStructuredText (reST) [https://en.wikipedia.org/wiki/ReStructuredText] and built using sphinx [https://www.sphinx-doc.org/en/master/] with the Read The Docs theme [https://github.com/readthedocs/sphinx_rtd_theme]. This has the following benefits:


	reST is human-readable plaintext. It plays nice with a VCS (like git).


	Plaintext is easier to review for PRs, making malicious PRs easier to detect.


	It’s not necessary to build in order to read. The cryptographically-signed git commit sources can be read directly.


	Our documentation gets versioned exactly matching our code’s release branches.






	It’s trivial for Sphinx to export to multiple formats [https://www.sphinx-doc.org/en/master/usage/builders/index.html], such as HTML, PDF, EPUB, etc.


	reST is much more powerful than other human-readable markups.


	We can define our own extensions using python [https://www.sphinx-doc.org/en/master/development/tutorials/helloworld.html] to do complex logic like converting LibreOffice spreadsheets with calculations into tables [https://stackoverflow.com/questions/62682095/how-to-add-a-spreadsheet-in-read-the-docs]






	Sphinx has built-in support for documenting python sourcecode using autodoc [https://www.sphinx-doc.org/en/master/usage/extensions/autodoc.html]







Updating

If you’d like to update this documentation, you can fork [https://docs.github.com/en/github/getting-started-with-github/fork-a-repo] our repo [https://github.com/buskill/buskill-app], edit the files as-needed in the docs directory [https://github.com/BusKill/buskill-app/tree/master/docs], and submit a PR [https://docs.github.com/en/github/collaborating-with-issues-and-pull-requests/creating-a-pull-request-from-a-fork].

To know which file to edit, click the Edit on GitHub link on the top-right of the page you wish to edit.




Building

You can build our documentation on Debian 10 using the following commands

sudo apt-get update
sudo apt-get -y install git firefox-esr python3-git python3-sphinx python3-sphinx-rtd-theme

git clone https://github.com/BusKill/buskill-app.git
cd buskill-app/docs

make clean
make html





After executing the above commands, you should have a new docs/_build/html/ directory. You can open your locally-built documentation in firefox by executing

firefox-esr _build/html/index.html











            

          

      

      

    

  

    
      
          
            
  
Release Workflow

This section will describe how to create a new release.


Determine Version Number

The first thing you must do before creating a new release is determine the new (semantic [https://semver.org/]) version number.

In this example, we’ll be using v3.2.0. That’s



	a MAJOR version 3,


	a MINOR version 2, and


	a PATCH version 0







For this workflow, the PATCH version must always be 0, and it should only be incremented for hotfixes to previous releases–which is a distinct workflow from what’s documented here.

    v 3 . 2 . 0 ⭠ PATCH
MAJOR ⮥   ⮤ MINOR








Create Release Branch

In our project, we only put production-ready stable code in the master branch. No commits should occur in master. Most commits should be made in the dev branch (or in a feature-specific branch, then merged into dev).

After a set of features to be included in your new release are finished, create a new release branch from the dev branch. Push this new branch to github.com

user@host:~/buskill-app$ git checkout dev
Switched to branch 'dev'
user@host:~/buskill-app$ git checkout -b v3.2.0
Switched to a new branch 'v3.2.0'
user@host:~/buskill-app$
user@host:~/buskill-app$ git push origin v3.2.0
Total 0 (delta 0), reused 0 (delta 0)
remote:
remote: Create a pull request for 'v3.2.0' on GitHub by visiting:
remote:      https://github.com/BusKill/buskill-app/pull/new/v3.2.0
remote:
To github.com:BusKill/buskill-app.git
* [new branch]      v3.2.0 -> v3.2.0
user@host:~/buskill-app$








Finalize Release

At this point, all of your features for the new release should already be finished, but there are some release-specific changes that may need to be committed, such as:


	Updating CHANGELOG


	Testing & minor patches


	Updating documentation




user@host:~/buskill-app/$ vim CHANGELOG
user@host:~/buskill-app/$ git commit -am 'updated changelog for new release'
user@host:~/buskill-app/$








Test

Before release, thoroughly test the code in your new release branch and commit directly to this branch.

When testing is finished, merge all the commits into both the master and dev branches.

user@host:~/buskill-app$ git branch -l
  dev
  master
* v3.2.0
user@host:~/buskill-app$ git checkout dev
Switched to branch 'dev'
user@host:~/buskill-app$ git pull origin dev
From github.com:BusKill/buskill-app
 * branch            dev        -> FETCH_HEAD
Already up to date.

user@host:~/buskill-app$ git merge refs/heads/v3.2.0
Updating f9e692a..3c1a6d5
Fast-forward
 docs/software_dev/index.rst   |  2 +-
 docs/software_dev/release.rst | 54 +++++++++++++++++++++++++++++++++++++++++++
 docs/software_dev/repo.rst    |  6 -----
 3 files changed, 55 insertions(+), 7 deletions(-)
 create mode 100644 docs/software_dev/release.rst
 delete mode 100644 docs/software_dev/repo.rst

user@host:~/buskill-app$ git checkout master
Switched to branch 'master'
Your branch is up to date with 'origin/master'.
user@host:~/buskill-app$ git pull origin master
From github.com:BusKill/buskill-app
 * branch            master     -> FETCH_HEAD
Already up to date.

user@host:~/buskill-app$ git merge refs/heads/v3.2.0
Updating ab223f3..3c1a6d5
Fast-forward
 docs/_extensions/affiliatelinks.py  |  66 ++++++++++++++++++++++++++++
 docs/attribution.rst                |   1 +
 docs/conf.py                        |  13 ++++++
 docs/contributing.rst               |   3 +-
 docs/hardware_dev/assembly.rst      |   7 +++
 docs/hardware_dev/bom.rst           |  83 ++++++++++++++++++++++++++++++++++++
 docs/hardware_dev/index.rst         |   7 ++-
 docs/images/buskill_cable_usb_a.jpg | Bin 0 -> 457480 bytes
 docs/index.rst                      |   7 +++
 docs/software_dev/index.rst         |   2 +-
 docs/software_dev/release.rst       |  54 +++++++++++++++++++++++
 docs/software_dev/repo.rst          |   6 ---
 12 files changed, 239 insertions(+), 10 deletions(-)
 create mode 100644 docs/_extensions/affiliatelinks.py
 create mode 100644 docs/hardware_dev/assembly.rst
 create mode 100644 docs/hardware_dev/bom.rst
 create mode 100644 docs/images/buskill_cable_usb_a.jpg
 create mode 100644 docs/software_dev/release.rst
 delete mode 100644 docs/software_dev/repo.rst

user@host:~/buskill-app$ git checkout v3.2.0
Switched to branch 'v3.2.0'

user@host:~/buskill-app$ git push
Enumerating objects: 10, done.
Counting objects: 100% (10/10), done.
Delta compression using up to 4 threads
Compressing objects: 100% (6/6), done.
Writing objects: 100% (6/6), 2.10 KiB | 63.00 KiB/s, done.
Total 6 (delta 3), reused 0 (delta 0)
remote: Resolving deltas: 100% (3/3), completed with 3 local objects.
To github.com:BusKill/buskill-app.git
   f9e692a..3c1a6d5  dev -> dev
   ab223f3..3c1a6d5  master -> master
   f9e692a..3c1a6d5  v3.2.0 -> v3.2.0
user@host:~/buskill-app$








Tag

After you’ve merged your release branch into the master branch, create a tag for the new release in the master branch, and push that to github.com

user@host:~/buskill-app$ git checkout master
Switched to branch 'master'
Your branch is up to date with 'origin/master'.

user@host:~/buskill-app$ git tag v3.2.0

user@host:~/buskill-app$ git push origin refs/tags/v3.2.0
Total 0 (delta 0), reused 0 (delta 0)
To github.com:BusKill/buskill-app.git
 * [new tag]         v3.2.0 -> v3.2.0
user@host:~/buskill-app$








Build & Sign

For Linux, use the docker build script wrapper [https://github.com/BusKill/buskill-app/blob/master/build/linux/debianWrapper.sh] to build the new release locally on your machine in a a Debian docker container as root. Get the sha256 checksum of the new AppImage and confirm that it matches the AppImage built by GitHub’s CI process. If it doesn’t, don’t proceed with signing it. Our Linux releases should be fully reproducible [https://github.com/BusKill/buskill-app/issues/3].

When downloading the AppImage from the repo’s GitHub releases page, make sure the commits and branches exactly match your local build, else the checksum will differ because the contents of buskill_version.py will have a distinct GITHUB_REF, GITHUB_SHA, and SOURCE_DATE_EPOCH.

user@disp2781:~$ sudo su -
root@disp2781:~#

root@disp2781:~# git clone --single-branch --branch v3.2.0 https://github.com/BusKill/buskill-app.git
Cloning into 'buskill-app'...
remote: Enumerating objects: 21, done.
...
root@disp2781:~# cd buskill-app
root@disp2781:~/buskill-app# git branch -l
* v3.2.0
root@disp2781:~/buskill-app#

root@disp2781:~/buskill-app# build/linux/debianWrapper.sh
...
root@disp2781:~/buskill-app#

root@disp2781:~/buskill-app# sha256sum dist/*/*.AppImage
66ebab6c980d49d20526a184981ba36b34bdc18dea40a5b2ff995b281eebfe9d  buskill-lin-v3.2.0-x86_64/buskill-v3.2.0.AppImage
root@disp2781:~/buskill-app#

root@disp2781:~/buskill-app# cd ..
root@disp2781:~# wget https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_linux/buskill-lin-v3.2.0-x86_64.tbz
...
root@disp2781:~# tar -xjf buskill-lin-v3.2.0-x86_64.tbz
root@disp2781:~# sha256sum */*.AppImage
66ebab6c980d49d20526a184981ba36b34bdc18dea40a5b2ff995b281eebfe9d  buskill-lin-v3.2.0-x86_64/buskill-v3.2.0.AppImage
root@disp2781:~#






Note

For Windows & MacOS, there is an upstream issue with reproducibility in PyInstaller [https://github.com/BusKill/buskill-app/issues/3], so we have to choose to trust our local build or the GitHub CI build.



After verifying the reproducibility of the Linux build, download the Windows and MacOS builds from the corresponding GitHub release and verify their pre-release signatures.

root@disp2781:~# wget --location --remote-name https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_windows/buskill-win-v3.2.0-x86_64.zip
...
root@disp2781:~# curl --location --remote-name https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_windows/SHA256SUMS
...
root@disp2781:~# curl --location --remote-name https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_windows/SHA256SUMS.asc
...
root@disp2781:~# gpg --verify SHA256SUMS.asc
gpg: Signature made Fri 31 Jul 2020 03:43:43 PM +0545
gpg:                using RSA key 0B90809464D7B7A50E1871DE7DE9F38ADB5B1E8A
gpg: Good signature from "BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
gpg:          There is no indication that the signature belongs to the owner.
Primary key fingerprint: 713D 4A49 60EE 849B AE3B  41BA BE75 DB07 E34A FBC1
     Subkey fingerprint: 0B90 8094 64D7 B7A5 0E18  71DE 7DE9 F38A DB5B 1E8A
root@disp2781:~#

root@disp2781:~# sha256sum -c SHA256SUMS
buskill-win-v3.2.0-x86_64.zip: OK
root@disp2781:~#

root@disp2781:~# rm SHA256SUMS*
root@disp2781:~#

root@disp2781:~# wget https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_mac/buskill-mac-v3.2.0-x86_64.dmg
...
root@disp2781:~# curl --location --remote-name https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_mac/SHA256SUMS
...
root@disp2781:~# curl --location --remote-name https://github.com/BusKill/buskill-app/releases/download/<epoch_seconds>_mac/SHA256SUMS.asc
...
root@disp2781:~# gpg --verify SHA256SUMS.asc
gpg: Signature made Fri 31 Jul 2020 03:43:43 PM +0545
gpg:                using RSA key 0B90809464D7B7A50E1871DE7DE9F38ADB5B1E8A
gpg: Good signature from "BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
gpg:          There is no indication that the signature belongs to the owner.
Primary key fingerprint: 713D 4A49 60EE 849B AE3B  41BA BE75 DB07 E34A FBC1
     Subkey fingerprint: 0B90 8094 64D7 B7A5 0E18  71DE 7DE9 F38A DB5B 1E8A
root@disp2781:~# sha256sum -c SHA256SUMS
buskill-mac-v3.2.0-x86_64.dmg: OK
root@disp2781:~#





Once you’ve verified the integrity of all three compressed archives, move them to your dragon-protected basement-safe laptop, generate a new checksum file with all three platforms’ releases, and sign it with the gpg release key.

user@vault:~$ ls
buskill-lin-v3.2.0-x86_64.tbz  buskill-win-v3.2.0-x86_64.zip
buskill-mac-v3.2.0-x86_64.dmg
user@vault:~$

user@vault:~$ sha256sum * > SHA256SUMS
user@vault:~$

user@vault:~$ gpg --default-key 'E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A' --armor -b SHA256SUMS
gpg: using "E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A" as default secret key for signing
user@vault:~$

user@vault:~$ ls
buskill-lin-v3.2.0-x86_64.tar.bz2  SHA256SUMS
buskill-mac-v3.2.0-x86_64.tar.bz2  SHA256SUMS.asc
buskill-win-v3.2.0-x86_64.zip
user@vault:~$








Upload

Copy all of the above files off your airgapped machine.

Finally, upload the files to the tag’s release using the github.com WUI



	https://github.com/BusKill/buskill-app/releases/tag/v3.2.0










Update updates repo metadata

At this point, users will be able to download v3.2.0 of the BusKill app from github.com, but existing users will not be able to click the update button in the app to upgrade their existing install to the latest version.

For apps to be able to know about the new version, we must update the meta.json file on the UPGRADE_MIRRORS hard-coded into the app:


	https://raw.githubusercontent.com/BusKill/buskill-app/master/updates/v1/meta.json


	https://gitlab.com/buskill/buskill-app/-/raw/master/updates/v1/meta.json


	https://repo.buskill.in/buskill-app/v1/meta.json


	https://repo.michaelaltfield.net/buskill-app/v1/meta.json




First, update the file in the github repo in the v3.2.0 branch.

user@host:~/buskill-app$ git checkout v3.2.0
warning: refname 'v3.2.0' is ambiguous.
Switched to branch 'v3.2.0'
user@host:~/buskill-app$

user@host:~/buskill-app$ git pull origin v3.2.0
From github.com:BusKill/buskill-app
* tag               v3.2.0     -> FETCH_HEAD
Already up to date.
user@host:~/buskill-app$

user@host:~/buskill-app$ vim updates/v1/meta.json





Edit the file by hand. In the future, we’ll switch to tuf when it’s safe to do so



	https://github.com/BusKill/buskill-app/issues/6#issuecomment-671087395


	https://github.com/theupdateframework/tuf/issues/1109







In meta.json, make the following changes:



	Change latest -> buskill-app -> stable to the latest version (eg v3.2.0).


	Add a new dictionary section to updates -> buskill-app with a value the same as the latest version that was set to stable in the previous step


	Make sure that this new section’s url keys (and SHA256SUMS & SHA256SUMS.asc files) contain a single-element array with the URL to download the latest build from github.com, as was uploaded in the previous section







After updating the meta.json file, copy it to your airgapped machine and sign it to create meta.json.asc

user@vault:~$ gpg --default-key 'E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A' --armor -b meta.json
gpg: using "E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A" as default secret key for signing
user@vault:~$

user@vault:~$ ls
meta.json  meta.json.asc
user@vault:~$





Now copy-back the meta.json.asc file from your airgapped machine to overwrite the existing meta.json.asc file in your buskill-app sandbox. Commit, merge, and push.

user@host:~/buskill-app$ git branch -l
  dev
  master
* v3.2.0
user@host:~/buskill-app/$

user@host:~/buskill-app/$ git commit -am 'updated meta.json to latest version for in-app updates'
[v3.2.0 daa5241] updated meta.json to latest version for in-app updates
 2 files changed, 8 insertions(+), 8 deletions(-)
user@host:~/buskill-app$

user@host:~/buskill-app$ git checkout dev
Switched to branch 'dev'
Your branch is up to date with 'origin/dev'.
user@host:~/buskill-app$

user@host:~/buskill-app$ git pull origin dev
From github.com:BusKill/buskill-app
 * branch            dev        -> FETCH_HEAD
Already up to date.
user@host:~/buskill-app$

user@host:~/buskill-app$ git merge refs/heads/v3.2.0
Updating 352f0e5..daa5241
Fast-forward
 updates/v1/meta.json          |  8  +-
 updates/v1/meta.json.asc      |  16 ++++
 2 files changed, 24 insertions(+), 8 deletions(-)
user@host:~/buskill-app$

user@host:~/buskill-app$ git checkout master
Switched to branch 'master'
Your branch is up to date with 'origin/master'.
user@host:~/buskill-app$

user@host:~/buskill-app$ git pull origin master
From github.com:BusKill/buskill-app
 * branch            master     -> FETCH_HEAD
Already up to date.
user@host:~/buskill-app$

user@host:~/buskill-app$ git merge refs/heads/v3.2.0
Updating 352f0e5..daa5241
Fast-forward
 updates/v1/meta.json          |  8  +-
 updates/v1/meta.json.asc      |  16 ++++
 2 files changed, 24 insertions(+), 8 deletions(-)
user@host:~/buskill-app$

user@host:~/buskill-app$ git checkout v3.2.0
warning: refname 'v3.2.0' is ambiguous.
Switched to branch 'v3.2.0'
user@host:~/buskill-app$

user@host:~/buskill-app$ git push
Enumerating objects: 23, done.
Counting objects: 100% (23/23), done.
Delta compression using up to 4 threads
Compressing objects: 100% (13/13), done.
Writing objects: 100% (14/14), 4.20 KiB | 860.00 KiB/s, done.
Total 14 (delta 8), reused 0 (delta 0)
remote: Resolving deltas: 100% (8/8), completed with 8 local objects.
To github.com:BusKill/buskill-app.git
   352f0e5..daa5241  dev -> dev
   352f0e5..daa5241  master -> master
   caaf2e8..daa5241  v3.2.0 -> v3.2.0
user@host:~/buskill-app$





Now you should test that in-app upgrades from the previous version are functioning properly.







            

          

      

      

    

  

    
      
          
            
  
Hotfix Workflow

This section will describe how to create a hotfix to a previous release.


Determine Version Number

The first thing you must do before creating a hotfix to a previous release is determine the new (semantic [https://semver.org/]) version number.

In this example, we’ll be using v3.2.1. That’s



	a MAJOR version 3,


	a MINOR version 2, and


	a PATCH version 1







For this workflow, we assume that the previous release that we need to patch was v3.2.0, and we’ll be creating a hotfix v3.2.1. The PATCH version must always be one higher than the previous release that we’re patching.

    v 3 . 2 . 1 ⭠ PATCH
MAJOR ⮥   ⮤ MINOR








Create Hotfix Branch

In our project, we only put production-ready stable code in the master branch. No commits should occur in master.

The dev branch and feature-specific branches are branched-off from the dev branch or master directly.

Since your hotfix applies to an old release and there may have since been changes to dev or master that we don’t want to backport just for the hotfix, we should create a hotfix-specific branch from the previous release branch.

user@host:~/buskill-app$ git checkout -b v3.2.1 refs/heads/v3.2.0
Switched to a new branch 'v3.2.1'
userhost:~/buskill-app$

user@host:~/buskill-app$ git push origin v3.2.1
Total 0 (delta 0), reused 0 (delta 0)
remote:
remote: Create a pull request for 'v3.2.1' on GitHub by visiting:
remote:      https://github.com/BusKill/buskill-app/pull/new/v3.2.0
remote:
To github.com:BusKill/buskill-app.git
* [new branch]      v3.2.1 -> v3.2.1
user@host:~/buskill-app$








Finalize Release

After applying your patch to the new v3.2.1 branch, make sure to also


	Update CHANGELOG


	Test


	Update documentation




Then commit the changes and push to github. Do not merge the hotfix branch with any other branch.

user@host:~/buskill-app/$ vim CHANGELOG
user@host:~/buskill-app/$ git commit -am 'updated changelog for new release'
user@host:~/buskill-app/$ git push
...








Tag

Create a tag for the new hotfix release, and push that to github.com

user@host:~/buskill-app$ git branch -l
  dev
  master
  v3.2.0
* v3.2.1
user@host:~/buskill-app$

user@host:~/buskill-app$ git tag v3.2.1

user@host:~/buskill-app$ git push origin refs/tags/v3.2.1
Total 0 (delta 0), reused 0 (delta 0)
To github.com:BusKill/buskill-app.git
 * [new tag]         v3.2.1 -> v3.2.1
user@host:~/buskill-app$








Build, Sign, and Upload

To build, sign, and upload the hotfix release, follow the same steps in the Release Workflow documentation.







            

          

      

      

    

  

    
      
          
            
  
Security

This section will detail security-related aspects of the BusKill project.



	Don’t trust the infrastructure

	PGP Keys
	Users

	Developers

	KEYS





	Trade-offs

	Security-Related Bugs
	Reporting Security Bugs

	Previous security incidents













            

          

      

      

    

  

    
      
          
            
  
Don’t trust the infrastructure

This website is hosted on GitHub Pages [https://pages.github.com/]. Therefore, it is largely outside of our control.

We don’t consider this a problem, however, since we explicitly distrust the infrastructure. For this reason, we don’t think that anyone should place undue trust in the live version of this site on the Web.

Instead, if you want to obtain your own, trustworthy copy of this website in a secure way, you should clone our buskill-app repo [https://github.com/buskill/buskill-app], verify the PGP signatures on the commits and/or tags, then either render the site on your local machine or simply read the source.

We intentionally write our documentation in ReStructuredText so it’s readable as plain text for this very reason. We’ve gone to special effort to set all of this up so that no one has to trust the infrastructure and so that the contents of this website are maximally available and accessible.

We believe the best solution is not to attempt to make the infrastructure trustworthy, but instead to concentrate on solutions that obviate the need to do so. We believe that many attempts to make the infrastructure appear trustworthy actually provide only the illusion of security and are ultimately a disservice to real users. Since we don’t want to encourage or endorse this, we make our distrust of the infrastructure explicit.


Note

This was adapted from QubesOS’s distrust the infrastructure [https://www.qubes-os.org/faq/#what-does-it-mean-to-distrust-the-infrastructure] philosophy.







            

          

      

      

    

  

    
      
          
            
  
PGP Keys

This page contains the official BusKill PGP keys and the keys of various developers for the buskill-app [https://github.com/buskill/buskill-app/] repo.


	For more info, see:
	
	https://www.buskill.in









Warning

This documentation is hosted on GitHub Pages, and you should not trust its contents.


	A wise user that’s adding our keys to their keyring for the first-time would cross-validate the PGP fingerprint listed on this website against other sources, such as:
	
	The official BusKill project website [https://www.buskill.in/]


	The official BusKill mastodon account [https://mastodon.social/@buskillin]


	The KEYS file [https://github.com/BusKill/buskill-app/blob/master/KEYS] at the root of our GitHub repo


	A popular gpg keyserver [https://keys.openpgp.org/search?q=releases%40buskill.in]


	Your friends’ keyrings [https://en.wikipedia.org/wiki/Web_of_trust]











Users

To add the BusKill PGP keys and our developer’s keys to your keyring, execute the following commands.

wget https://raw.githubusercontent.com/BusKill/buskill-app/master/KEYS

# validate the full fingerprint against other out-of-band sources first
gpg --keyid-format long KEYS





As noted above, it’s very important that you pause and do your due-diligence to verify that the key is in-fact our key before proceeding with the final --import command.

# don't execute this until you've verified the fingerprint out-of-band
gpg --import KEYS








Developers

If you’re a developer and would like to include your pgp key in our org’s KEYS file, please execute the following commands

gpg --list-keys --armor <your fingerprint>
gpg --list-sigs <your fingerprint>
gpg --export --armor <your fingerprint>





And then append the output to the KEYS file [https://github.com/BusKill/buskill-app/blob/master/KEYS].




KEYS

Our repo’s KEYS file [https://github.com/BusKill/buskill-app/blob/master/KEYS] is shown below

pub   rsa4096/0x4AE21E1936CE786A 2020-07-07 [SC] [expires: 2025-07-06]
      Key fingerprint = E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A
uid                   [  full  ] BusKill Releases Signing Key 2020.07 <releases@buskill.in>
sub   rsa4096/0xF9C0AEBD60002557 2020-07-07 [E] [expires: 2025-07-06]
      Key fingerprint = E484 6439 C968 04DF CFB9  3983 F9C0 AEBD 6000 2557
sub   rsa4096/0x68B8BCB0C5023905 2020-07-07 [S] [expires: 2025-07-06]
      Key fingerprint = 798D C110 1F3D EC42 8ADE  124D 68B8 BCB0 C502 3905

pub   rsa4096/0x4AE21E1936CE786A 2020-07-07 [SC] [expires: 2025-07-06]
      Key fingerprint = E0AF FF57 DC00 FBE0 5635  8761 4AE2 1E19 36CE 786A
uid                   [  full  ] BusKill Releases Signing Key 2020.07 <releases@buskill.in>
sig 3        0x4AE21E1936CE786A 2020-07-07  BusKill Releases Signing Key 2020.07 <releases@buskill.in>
sig          0x7881A036F21C15F8 2020-07-07  BusKill Releases Signing Key 2020.02 <releases@buskill.in>
sig          0xFE1B84494E640D41 2020-07-07  Michael Altfield <michael@michaelaltfield.net>
sub   rsa4096/0xF9C0AEBD60002557 2020-07-07 [E] [expires: 2025-07-06]
sig          0x4AE21E1936CE786A 2020-07-07  BusKill Releases Signing Key 2020.07 <releases@buskill.in>
sub   rsa4096/0x68B8BCB0C5023905 2020-07-07 [S] [expires: 2025-07-06]
sig          0x4AE21E1936CE786A 2020-07-07  BusKill Releases Signing Key 2020.07 <releases@buskill.in>

-----BEGIN PGP PUBLIC KEY BLOCK-----
=MfmJ
-----END PGP PUBLIC KEY BLOCK-----

sec   rsa4096/0xBE75DB07E34AFBC1 2020-07-07 [SC] [expires: 2025-07-06]
      Key fingerprint = 713D 4A49 60EE 849B AE3B  41BA BE75 DB07 E34A FBC1
uid                   [  full  ] BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>
ssb   rsa4096/0xD9650D1F2E37F06B 2020-07-07 [E] [expires: 2025-07-06]
      Key fingerprint = 9A8E F372 ED64 6865 6EBA  101E D965 0D1F 2E37 F06B
ssb   rsa4096/0x7DE9F38ADB5B1E8A 2020-07-07 [S] [expires: 2025-07-06]
      Key fingerprint = 0B90 8094 64D7 B7A5 0E18  71DE 7DE9 F38A DB5B 1E8A

pub   rsa4096/0xBE75DB07E34AFBC1 2020-07-07 [SC] [expires: 2025-07-06]
      Key fingerprint = 713D 4A49 60EE 849B AE3B  41BA BE75 DB07 E34A FBC1
uid                   [  full  ] BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>
sig 3        0xBE75DB07E34AFBC1 2020-07-07  BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>
sig          0xFE1B84494E640D41 2020-07-07  Michael Altfield <michael@michaelaltfield.net>
sub   rsa4096/0xD9650D1F2E37F06B 2020-07-07 [E] [expires: 2025-07-06]
sig          0xBE75DB07E34AFBC1 2020-07-07  BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>
sub   rsa4096/0x7DE9F38ADB5B1E8A 2020-07-07 [S] [expires: 2025-07-06]
sig          0xBE75DB07E34AFBC1 2020-07-07  BusKill Pre-Releases Signing Key 2020.07 <pre-releases@buskill.in>

-----BEGIN PGP PUBLIC KEY BLOCK-----
=9jwF
-----END PGP PUBLIC KEY BLOCK-----

pub   rsa4096/0xFE1B84494E640D41 2017-09-30 [SC] [expires: 2020-10-04]
      Key fingerprint = 0465 E42F 7120 6785 E972  644C FE1B 8449 4E64 0D41
uid                   [ultimate] Michael Altfield <michael@michaelaltfield.net>
uid                   [ultimate] Michael Altfield <vt6t5up@mail.ru>
sub   rsa4096/0xB1F8A3D0745DD5CF 2017-09-30 [E] [expires: 2020-10-04]
sub   rsa4096/0xF8550ED542C2C919 2020-07-02 [S] [expires: 2020-10-30]

pub   rsa4096/0xFE1B84494E640D41 2017-09-30 [SC] [expires: 2020-10-04]
      Key fingerprint = 0465 E42F 7120 6785 E972  644C FE1B 8449 4E64 0D41
uid                   [ultimate] Michael Altfield <michael@michaelaltfield.net>
sig 3        0xFE1B84494E640D41 2017-10-30  Michael Altfield <michael@michaelaltfield.net>
sig          0x1EF168D268C40535 2017-10-01  Michael Altfield <vt6t5up@mail.ru>
sig          0xC294B58FA286F847 2017-10-02  David Prude <david@democracynow.org>
sig 3        0xFE1B84494E640D41 2017-10-01  Michael Altfield <michael@michaelaltfield.net>
sig 3        0x563ECB695528C5F6 2017-11-09  Jahmaiah Lewis <jahmaiah@democracynow.org>
sig 3        0xEABB3689D8AD7D62 2017-11-09  Miriam Barnard <miriam@democracynow.org>
sig 3        0x63420839696AB04F 2017-11-10  Isis Phillips <isis@democracynow.org>
sig 3        0x6B2FD2947962AFFF 2017-11-14  Brendan Allen <brendan@democracynow.org>
sig 3        0x847BDC0CEA99B7E3 2017-11-10  Paul Huckeby <paul@democracynow.org>
sig 3        0x432F2AE28A53D771 2017-11-20  Ariel Boone <ariel@democracynow.org>
sig 3        0x577E86247F55CD70 2017-11-20  Kaitlin Cuskey <kcuskey@gmail.com>
sig 3        0xED451EC43C0938B4 2017-11-20  Simin Farkhondeh <simin@democracynow.org>
sig 3        0xA620F7A37189CA43 2017-11-14  Erin Dooley <erin@democracynow.org>
sig 3        0xEC45F292F5B533CF 2017-11-16  Renee Feltz <renee@democracynow.org>
sig 3        0x35CA4030E829DE03 2017-11-22  Eli Bildirici <eli@bildiri.ci>
sig 3        0x9FF01D450059E1D9 2017-11-21  Clara Ibarra <clara@democracynow.org>
sig 3        0x1006DF230F174E3E 2017-11-21  Igor Moreno <igor@democracynow.org>
sig 3        0x7C9AAC5B9BC92C1E 2017-11-29  Julie Crosby <julie@democracynow.org>
sig 3        0x87AC6DBE5F2E75A9 2017-11-29  William Devon-Sand <wdsand@thoughtworks.omc>
sig 3        0x6EB01A5AEFA7B511 2017-11-29  Carla Wills <carla@democracynow.org>
sig 3        0x954EE8C85339BE67 2017-11-29  Brandon Cook <bcook@thoughtworks.com>
sig 3        0x5CD17C1C1107C30A 2017-11-28  Chelsea Reil <chelsea.reil@gmail.com>
sig 3        0xFEDFFF9899A8935B 2017-11-29  Bianca Perez <biancaperezbk@gmail.com>
sig 3        0xF1293271093481C3 2017-11-29  Corey Grad <cgrad@thoughtworks.com>
sig 3        0x9A3A69E47C48CB65 2017-11-30  Nat Needham <nat.needham@gmail.com>
sig 3        0x4A6E695213A524E3 2017-11-30  Prince Serna <prince.serna@firstlook.media>
sig 3        0x85016024C9F39A32 2017-11-30  Matt Flint <matt.flint@firstlook.media>
sig 3        0x5E97A67A6D64F755 2017-11-30  Deena Guzder <deena.guzder@gmail.com>
sig 3        0x5ADFA3186241FAC6 2017-12-04  Charina Nadura <charina@democracynow.org>
sig 3        0x1D9556B9CBCC41E7 2017-12-04  Rob Young <rob@democracynow.org>
sig 3        0x047758DE8D7776E5 2017-12-04  Sam Alcoff <sam@democracynow.org>
sig 3        0x210F3EFBE6E73814 2018-01-31  Marcin Jakubowski <marcin@opensourceecology.org>
sig 3        0xF60F2A461E9605AE 2017-12-12  Noa Radosh <noaradosh@gmail.com>
sig 3        0x83CF9B03955B5D8D 2017-12-18  Nemo Allen <nemomallen@gmail.com>
sig 3        0xC2608DB4EF0CCFE3 2017-12-19  Mohamed Taguine <komatek003@gmail.com>
sig 3        0x2B88BF0E75CA13F5 2017-12-05  Camille Baker <camille.baker@theintercept.com>
sig 3        0xD7CE845ABB8DA6C1 2018-05-22  Marcin Jakubowski <marcin@opensourceecology.org>
sig 3        0xFE1B84494E640D41 2019-10-05  Michael Altfield <michael@michaelaltfield.net>
sig 3        0x6E8A2AED038076D9 2018-09-07  Alana Firl <ajfirl@gmail.com>
sig 3        0xFE1B84494E640D41 2018-10-01  Michael Altfield <michael@michaelaltfield.net>
uid                   [ultimate] Michael Altfield <vt6t5up@mail.ru>
sig 3        0xFE1B84494E640D41 2017-10-30  Michael Altfield <michael@michaelaltfield.net>
sig          0x1EF168D268C40535 2017-10-01  Michael Altfield <vt6t5up@mail.ru>
sig          0xC294B58FA286F847 2017-10-02  David Prude <david@democracynow.org>
sig 3        0xFE1B84494E640D41 2017-10-01  Michael Altfield <michael@michaelaltfield.net>
sig 3        0x563ECB695528C5F6 2017-11-09  Jahmaiah Lewis <jahmaiah@democracynow.org>
sig 3        0xEABB3689D8AD7D62 2017-11-09  Miriam Barnard <miriam@democracynow.org>
sig 3        0x63420839696AB04F 2017-11-10  Isis Phillips <isis@democracynow.org>
sig 3        0x6B2FD2947962AFFF 2017-11-14  Brendan Allen <brendan@democracynow.org>
sig 3        0x847BDC0CEA99B7E3 2017-11-10  Paul Huckeby <paul@democracynow.org>
sig 3        0x432F2AE28A53D771 2017-11-20  Ariel Boone <ariel@democracynow.org>
sig 3        0x577E86247F55CD70 2017-11-20  Kaitlin Cuskey <kcuskey@gmail.com>
sig 3        0xED451EC43C0938B4 2017-11-20  Simin Farkhondeh <simin@democracynow.org>
sig 3        0xA620F7A37189CA43 2017-11-14  Erin Dooley <erin@democracynow.org>
sig 3        0xEC45F292F5B533CF 2017-11-16  Renee Feltz <renee@democracynow.org>
sig 3        0x35CA4030E829DE03 2017-11-22  Eli Bildirici <eli@bildiri.ci>
sig 3        0x9FF01D450059E1D9 2017-11-21  Clara Ibarra <clara@democracynow.org>
sig 3        0x1006DF230F174E3E 2017-11-21  Igor Moreno <igor@democracynow.org>
sig 3        0x7C9AAC5B9BC92C1E 2017-11-29  Julie Crosby <julie@democracynow.org>
sig 3        0x87AC6DBE5F2E75A9 2017-11-29  William Devon-Sand <wdsand@thoughtworks.omc>
sig 3        0x6EB01A5AEFA7B511 2017-11-29  Carla Wills <carla@democracynow.org>
sig 3        0x954EE8C85339BE67 2017-11-29  Brandon Cook <bcook@thoughtworks.com>
sig 3        0x5CD17C1C1107C30A 2017-11-28  Chelsea Reil <chelsea.reil@gmail.com>
sig 3        0xFEDFFF9899A8935B 2017-11-29  Bianca Perez <biancaperezbk@gmail.com>
sig 3        0xF1293271093481C3 2017-11-29  Corey Grad <cgrad@thoughtworks.com>
sig 3        0x9A3A69E47C48CB65 2017-11-30  Nat Needham <nat.needham@gmail.com>
sig 3        0xC9761933DBEAAA25 2017-11-30  Steven Winiarz <steven@omidyargroup.com>
sig 3        0x5E97A67A6D64F755 2017-11-30  Deena Guzder <deena.guzder@gmail.com>
sig 3        0x5ADFA3186241FAC6 2017-12-04  Charina Nadura <charina@democracynow.org>
sig 3        0x1D9556B9CBCC41E7 2017-12-04  Rob Young <rob@democracynow.org>
sig 3        0x047758DE8D7776E5 2017-12-04  Sam Alcoff <sam@democracynow.org>
sig 3        0x210F3EFBE6E73814 2018-01-31  Marcin Jakubowski <marcin@opensourceecology.org>
sig 3        0xF60F2A461E9605AE 2017-12-12  Noa Radosh <noaradosh@gmail.com>
sig 3        0x83CF9B03955B5D8D 2017-12-18  Nemo Allen <nemomallen@gmail.com>
sig 3        0xC2608DB4EF0CCFE3 2017-12-19  Mohamed Taguine <komatek003@gmail.com>
sig 3        0x2B88BF0E75CA13F5 2017-12-05  Camille Baker <camille.baker@theintercept.com>
sig 3        0xD7CE845ABB8DA6C1 2018-05-22  Marcin Jakubowski <marcin@opensourceecology.org>
sig 3        0xFE1B84494E640D41 2019-10-05  Michael Altfield <michael@michaelaltfield.net>
sig 3        0x6E8A2AED038076D9 2018-09-07  Alana Firl <ajfirl@gmail.com>
sub   rsa4096/0xB1F8A3D0745DD5CF 2017-09-30 [E] [expires: 2020-10-04]
sig          0xFE1B84494E640D41 2019-10-05  Michael Altfield <michael@michaelaltfield.net>
sub   rsa4096/0xF8550ED542C2C919 2020-07-02 [S] [expires: 2020-10-30]
sig          0xFE1B84494E640D41 2020-07-02  Michael Altfield <michael@michaelaltfield.net>

-----BEGIN PGP PUBLIC KEY BLOCK-----
=YTye
-----END PGP PUBLIC KEY BLOCK-----











            

          

      

      

    

  

    
      
          
            
  
Trade-offs

The BusKill app was created for convenience, providing the user with an easy-to-use method of arming, disarming, and configuring BusKill with an intuitive GUI that “just works” on Linux, Windows, and MacOS.

Convenience is a trade-off that comes at a cost of reduced security. Using the BusKill app requires your computer to not only run hundreds of lines of our code, but also thousands of lines of code from dependant libraries.

The most secure way to run BusKill is using a simple udev config as described here:


https://www.buskill.in/buskill-laptop-kill-cord-dead-man-switch/








            

          

      

      

    

  

    
      
          
            
  
Security-Related Bugs


Reporting Security Bugs

If you discover a security-related bug that affects the BusKill project, please contact us [https://www.buskill.in/contact/] ASAP.

For privacy, please don’t forget to encrypt your mail and to include your public key so that we can encrypt our response.


Note

Please don’t encrypt emails to our release PGP keys. Our email-specific PGP keys are available at the above link.






Previous security incidents

For a list of previous security issues and their resolutions, see our Changelog







            

          

      

      

    

  

    
      
          
            
  
Support

If you have a question that is not answered by this documentation, please create an issue [https://github.com/BusKill/buskill-app/issues/new/choose] on our github.





            

          

      

      

    

  

    
      
          
            
  
Contributing

Thank you for considering to help with the development of BusKill!

As an open-source project, we depend on the work of volunteers to stay alive, and your time helping to improve our project is very much appreciated :)


Wish List

Below is a list of items on our TODO list. If you’d like to help us tackle these tasks, please contact us [https://buskill.in/contact/] as there may be someone already working on a given task that you may be able to collaborate with.

Please be aware that any contributions you make will be made open-source. See License for more info.


Software

Here’s some items on our wish list that you can help contribute to:


	Translating our app and this documentation to another language


	Testing our app on many Supported Platforms


	Writing new auxillary triggers, such as


	A self-destruct trigger for Veracrypt [https://github.com/BusKill/veracrypt-self-destruct]


	A self-destruct trigger for BitLocker [https://en.wikipedia.org/wiki/BitLocker]


	A self-destruct trigger for FileVault [https://en.wikipedia.org/wiki/FileVault]






	Fix PyInstaller [https://github.com/pyinstaller/pyinstaller/issues/4972] to support reproducible builds [https://github.com/BusKill/buskill-app/issues/3] on MacOS and Windows


	Port BusKill to Android


	Port BusKill to iOS


	Update appimagetool to include squashfs-tools v4.4 [https://github.com/AppImage/AppImageKit/issues/929]


	Create a video extension in sphinx that has a graceful fallback on PDF [https://github.com/brechtm/rinohtype/issues/172] and printing to paper [https://stackoverflow.com/questions/62682412/video-fall-back-when-printing-to-paper-with-read-the-docs]


	Create a spreadsheet extension in sphinx [https://stackoverflow.com/questions/62682095/how-to-add-a-spreadsheet-in-read-the-docs] that converts LibreOffice Calc documents (with formulas in them) into csv format (using localc) at build-time for creating BOM [https://en.wikipedia.org/wiki/Bill_of_materials] tables in reST documents.


	Create a sphinx part library [https://wiki.opensourceecology.org/wiki/Hydraulic_Fitting_Library] extension that does for .stl and FreeCAD [https://www.freecadweb.org/] files what autodoc [https://www.sphinx-doc.org/en/master/usage/extensions/autodoc.html] does for .py files [https://medium.com/@eikonomega/getting-started-with-sphinx-autodoc-part-1-2cebbbca5365#011c].







Hardware


	Open-source USB magnetic disconnect (.stl [https://en.wikipedia.org/wiki/3D_printing] file, BOM [https://en.wikipedia.org/wiki/Bill_of_materials] w/ link to USB components/magnets/pogo [https://en.wikipedia.org/wiki/Pogo_pin] connector, build instructions, etc)


	A simple-as-possible open-source USB peripheral that can send USB hotplug events [http://libusb.sourceforge.net/api-1.0/group__libusb__hotplug.html#ga00e0c69ddf1fb1b6774dc918192e8dc7] but doesn’t have the ability to send data to the machine, including a low-tech guide to verify the integrity [https://www.bunniestudios.com/blog/?p=5706] of the device.









Donate

Running the BusKill project has many fees, including


	Server & domain infrastructure fees


	Code Signing Keys fees


	Developer account fees (ie: Apple)




If you have more money than free time, you can also help BusKill by making a donation. We accept Bitcoin and Monero.

BTC 1DXyJpmu2KQMw2v4QJVzzjZo6f87BBndu6

XMR 4B5ra5N1SN4d7BqDtkxAE5G5kGNz5mA5oCob41RzzoduM1uPAcr7QmNLzXtci5HvtkNXC7SowkxMjUUCXF2hm57MMS4jwkx





Donations of any amount are greatly appreciated. Thank you!







            

          

      

      

    

  

    
      
          
            
  
Changelog

buskill-app changelog

[0.4.0] - 2020-10-16
* added "About" button to navigation drawer

[0.3.1] - 2020-10-08
* patched various in-app update bugs

[0.3.0] - 2020-10-05
+ Added buskill icon

[0.2.1] - 2020-10-06
* patched various in-app update bugs

[0.2.0] - 2020-09-26
+ Added in-app update functionality
+ Special thanks to Melanie Allen <https://github.com/goldfishlaser> for their pull requests

[0.1.0] - 2020-07-31
+ Initial version with self-contained releases for Linux, Windows, and MacOS
+ Functionality is limited to arming and disarming from the CLI or GUI
+ The only trigger supported is lockscreen
+ The trigger is executed when *any* USB device is removed
+ Thank you to Michael Altfield, cyberkryption, Steven Johnson, and Jacob Neplokh









            

          

      

      

    

  

    
      
          
            
  
License

All of the BusKill Project’s content (including this documentation) is dual-licensed. All code is GPLv3 [https://www.gnu.org/licenses/gpl-3.0-standalone.html] and all other content is CC-BY-SA [https://creativecommons.org/licenses/by-sa/4.0/].


	You can read the GPLv3 license here:
	
	https://www.gnu.org/licenses/gpl-3.0.txt






	And you can read the CC-BY-SA license here:
	
	https://creativecommons.org/licenses/by-sa/4.0/legalcode








Per the terms in these licenses, you’re welcome to reuse our works, but you must display prominent attribution back to our BusKill project official website [https://www.buskill.in/] and your work must also be copyleft under equivalent licenses.

                    GNU GENERAL PUBLIC LICENSE
                       Version 3, 29 June 2007

 Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
 Everyone is permitted to copy and distribute verbatim copies
 of this license document, but changing it is not allowed.

                            Preamble

  The GNU General Public License is a free, copyleft license for
software and other kinds of works.

  The licenses for most software and other practical works are designed
to take away your freedom to share and change the works.  By contrast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users.  We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors.  You can apply it to
your programs, too.

  When we speak of free software, we are referring to freedom, not
price.  Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.

  To protect your rights, we need to prevent others from denying you
these rights or asking you to surrender the rights.  Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you modify it: responsibilities to respect the freedom of others.

  For example, if you distribute copies of such a program, whether
gratis or for a fee, you must pass on to the recipients the same
freedoms that you received.  You must make sure that they, too, receive
or can get the source code.  And you must show them these terms so they
know their rights.

  Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License
giving you legal permission to copy, distribute and/or modify it.

  For the developers' and authors' protection, the GPL clearly explains
that there is no warranty for this free software.  For both users' and
authors' sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to
authors of previous versions.

  Some devices are designed to deny users access to install or run
modified versions of the software inside them, although the manufacturer
can do so.  This is fundamentally incompatible with the aim of
protecting users' freedom to change the software.  The systematic
pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable.  Therefore, we
have designed this version of the GPL to prohibit the practice for those
products.  If such problems arise substantially in other domains, we
stand ready to extend this provision to those domains in future versions
of the GPL, as needed to protect the freedom of users.

  Finally, every program is threatened constantly by software patents.
States should not allow patents to restrict development and use of
software on general-purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to a free program could
make it effectively proprietary.  To prevent this, the GPL assures that
patents cannot be used to render the program non-free.

  The precise terms and conditions for copying, distribution and
modification follow.

                       TERMS AND CONDITIONS

  0. Definitions.

  "This License" refers to version 3 of the GNU General Public License.

  "Copyright" also means copyright-like laws that apply to other kinds of
works, such as semiconductor masks.

  "The Program" refers to any copyrightable work licensed under this
License.  Each licensee is addressed as "you".  "Licensees" and
"recipients" may be individuals or organizations.

  To "modify" a work means to copy from or adapt all or part of the work
in a fashion requiring copyright permission, other than the making of an
exact copy.  The resulting work is called a "modified version" of the
earlier work or a work "based on" the earlier work.

  A "covered work" means either the unmodified Program or a work based
on the Program.

  To "propagate" a work means to do anything with it that, without
permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a
computer or modifying a private copy.  Propagation includes copying,
distribution (with or without modification), making available to the
public, and in some countries other activities as well.

  To "convey" a work means any kind of propagation that enables other
parties to make or receive copies.  Mere interaction with a user through
a computer network, with no transfer of a copy, is not conveying.

  An interactive user interface displays "Appropriate Legal Notices"
to the extent that it includes a convenient and prominently visible
feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the
work under this License, and how to view a copy of this License.  If
the interface presents a list of user commands or options, such as a
menu, a prominent item in the list meets this criterion.

  1. Source Code.

  The "source code" for a work means the preferred form of the work
for making modifications to it.  "Object code" means any non-source
form of a work.

  A "Standard Interface" means an interface that either is an official
standard defined by a recognized standards body, or, in the case of
interfaces specified for a particular programming language, one that
is widely used among developers working in that language.

  The "System Libraries" of an executable work include anything, other
than the work as a whole, that (a) is included in the normal form of
packaging a Major Component, but which is not part of that Major
Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form.  A
"Major Component", in this context, means a major essential component
(kernel, window system, and so on) of the specific operating system
(if any) on which the executable work runs, or a compiler used to
produce the work, or an object code interpreter used to run it.

  The "Corresponding Source" for a work in object code form means all
the source code needed to generate, install, and (for an executable
work) run the object code and to modify the work, including scripts to
control those activities.  However, it does not include the work's
System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but
which are not part of the work.  For example, Corresponding Source
includes interface definition files associated with source files for
the work, and the source code for shared libraries and dynamically
linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those
subprograms and other parts of the work.

  The Corresponding Source need not include anything that users
can regenerate automatically from other parts of the Corresponding
Source.

  The Corresponding Source for a work in source code form is that
same work.

  2. Basic Permissions.

  All rights granted under this License are granted for the term of
copyright on the Program, and are irrevocable provided the stated
conditions are met.  This License explicitly affirms your unlimited
permission to run the unmodified Program.  The output from running a
covered work is covered by this License only if the output, given its
content, constitutes a covered work.  This License acknowledges your
rights of fair use or other equivalent, as provided by copyright law.

  You may make, run and propagate covered works that you do not
convey, without conditions so long as your license otherwise remains
in force.  You may convey covered works to others for the sole purpose
of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with
the terms of this License in conveying all material for which you do
not control copyright.  Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction
and control, on terms that prohibit them from making any copies of
your copyrighted material outside their relationship with you.

  Conveying under any other circumstances is permitted solely under
the conditions stated below.  Sublicensing is not allowed; section 10
makes it unnecessary.

  3. Protecting Users' Legal Rights From Anti-Circumvention Law.

  No covered work shall be deemed part of an effective technological
measure under any applicable law fulfilling obligations under article
11 of the WIPO copyright treaty adopted on 20 December 1996, or
similar laws prohibiting or restricting circumvention of such
measures.

  When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention
is effected by exercising rights under this License with respect to
the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work's
users, your or third parties' legal rights to forbid circumvention of
technological measures.

  4. Conveying Verbatim Copies.

  You may convey verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice;
keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

  You may charge any price or no price for each copy that you convey,
and you may offer support or warranty protection for a fee.

  5. Conveying Modified Source Versions.

  You may convey a work based on the Program, or the modifications to
produce it from the Program, in the form of source code under the
terms of section 4, provided that you also meet all of these conditions:

    a) The work must carry prominent notices stating that you modified
    it, and giving a relevant date.

    b) The work must carry prominent notices stating that it is
    released under this License and any conditions added under section
    7.  This requirement modifies the requirement in section 4 to
    "keep intact all notices".

    c) You must license the entire work, as a whole, under this
    License to anyone who comes into possession of a copy.  This
    License will therefore apply, along with any applicable section 7
    additional terms, to the whole of the work, and all its parts,
    regardless of how they are packaged.  This License gives no
    permission to license the work in any other way, but it does not
    invalidate such permission if you have separately received it.

    d) If the work has interactive user interfaces, each must display
    Appropriate Legal Notices; however, if the Program has interactive
    interfaces that do not display Appropriate Legal Notices, your
    work need not make them do so.

  A compilation of a covered work with other separate and independent
works, which are not by their nature extensions of the covered work,
and which are not combined with it such as to form a larger program,
in or on a volume of a storage or distribution medium, is called an
"aggregate" if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation's users
beyond what the individual works permit.  Inclusion of a covered work
in an aggregate does not cause this License to apply to the other
parts of the aggregate.

  6. Conveying Non-Source Forms.

  You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License,
in one of these ways:

    a) Convey the object code in, or embodied in, a physical product
    (including a physical distribution medium), accompanied by the
    Corresponding Source fixed on a durable physical medium
    customarily used for software interchange.

    b) Convey the object code in, or embodied in, a physical product
    (including a physical distribution medium), accompanied by a
    written offer, valid for at least three years and valid for as
    long as you offer spare parts or customer support for that product
    model, to give anyone who possesses the object code either (1) a
    copy of the Corresponding Source for all the software in the
    product that is covered by this License, on a durable physical
    medium customarily used for software interchange, for a price no
    more than your reasonable cost of physically performing this
    conveying of source, or (2) access to copy the
    Corresponding Source from a network server at no charge.

    c) Convey individual copies of the object code with a copy of the
    written offer to provide the Corresponding Source.  This
    alternative is allowed only occasionally and noncommercially, and
    only if you received the object code with such an offer, in accord
    with subsection 6b.

    d) Convey the object code by offering access from a designated
    place (gratis or for a charge), and offer equivalent access to the
    Corresponding Source in the same way through the same place at no
    further charge.  You need not require recipients to copy the
    Corresponding Source along with the object code.  If the place to
    copy the object code is a network server, the Corresponding Source
    may be on a different server (operated by you or a third party)
    that supports equivalent copying facilities, provided you maintain
    clear directions next to the object code saying where to find the
    Corresponding Source.  Regardless of what server hosts the
    Corresponding Source, you remain obligated to ensure that it is
    available for as long as needed to satisfy these requirements.

    e) Convey the object code using peer-to-peer transmission, provided
    you inform other peers where the object code and Corresponding
    Source of the work are being offered to the general public at no
    charge under subsection 6d.

  A separable portion of the object code, whose source code is excluded
from the Corresponding Source as a System Library, need not be
included in conveying the object code work.

  A "User Product" is either (1) a "consumer product", which means any
tangible personal property which is normally used for personal, family,
or household purposes, or (2) anything designed or sold for incorporation
into a dwelling.  In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage.  For a particular
product received by a particular user, "normally used" refers to a
typical or common use of that class of product, regardless of the status
of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product.  A product
is a consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent
the only significant mode of use of the product.

  "Installation Information" for a User Product means any methods,
procedures, authorization keys, or other information required to install
and execute modified versions of a covered work in that User Product from
a modified version of its Corresponding Source.  The information must
suffice to ensure that the continued functioning of the modified object
code is in no case prevented or interfered with solely because
modification has been made.

  If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied
by the Installation Information.  But this requirement does not apply
if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has
been installed in ROM).

  The requirement to provide Installation Information does not include a
requirement to continue to provide support service, warranty, or updates
for a work that has been modified or installed by the recipient, or for
the User Product in which it has been modified or installed.  Access to a
network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and
protocols for communication across the network.

  Corresponding Source conveyed, and Installation Information provided,
in accord with this section must be in a format that is publicly
documented (and with an implementation available to the public in
source code form), and must require no special password or key for
unpacking, reading or copying.

  7. Additional Terms.

  "Additional permissions" are terms that supplement the terms of this
License by making exceptions from one or more of its conditions.
Additional permissions that are applicable to the entire Program shall
be treated as though they were included in this License, to the extent
that they are valid under applicable law.  If additional permissions
apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by
this License without regard to the additional permissions.

  When you convey a copy of a covered work, you may at your option
remove any additional permissions from that copy, or from any part of
it.  (Additional permissions may be written to require their own
removal in certain cases when you modify the work.)  You may place
additional permissions on material, added by you to a covered work,
for which you have or can give appropriate copyright permission.

  Notwithstanding any other provision of this License, for material you
add to a covered work, you may (if authorized by the copyright holders of
that material) supplement the terms of this License with terms:

    a) Disclaiming warranty or limiting liability differently from the
    terms of sections 15 and 16 of this License; or

    b) Requiring preservation of specified reasonable legal notices or
    author attributions in that material or in the Appropriate Legal
    Notices displayed by works containing it; or

    c) Prohibiting misrepresentation of the origin of that material, or
    requiring that modified versions of such material be marked in
    reasonable ways as different from the original version; or

    d) Limiting the use for publicity purposes of names of licensors or
    authors of the material; or

    e) Declining to grant rights under trademark law for use of some
    trade names, trademarks, or service marks; or

    f) Requiring indemnification of licensors and authors of that
    material by anyone who conveys the material (or modified versions of
    it) with contractual assumptions of liability to the recipient, for
    any liability that these contractual assumptions directly impose on
    those licensors and authors.

  All other non-permissive additional terms are considered "further
restrictions" within the meaning of section 10.  If the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further
restriction, you may remove that term.  If a license document contains
a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms
of that license document, provided that the further restriction does
not survive such relicensing or conveying.

  If you add terms to a covered work in accord with this section, you
must place, in the relevant source files, a statement of the
additional terms that apply to those files, or a notice indicating
where to find the applicable terms.

  Additional terms, permissive or non-permissive, may be stated in the
form of a separately written license, or stated as exceptions;
the above requirements apply either way.

  8. Termination.

  You may not propagate or modify a covered work except as expressly
provided under this License.  Any attempt otherwise to propagate or
modify it is void, and will automatically terminate your rights under
this License (including any patent licenses granted under the third
paragraph of section 11).

  However, if you cease all violation of this License, then your
license from a particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and
finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means
prior to 60 days after the cessation.

  Moreover, your license from a particular copyright holder is
reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice.

  Termination of your rights under this section does not terminate the
licenses of parties who have received copies or rights from you under
this License.  If your rights have been terminated and not permanently
reinstated, you do not qualify to receive new licenses for the same
material under section 10.

  9. Acceptance Not Required for Having Copies.

  You are not required to accept this License in order to receive or
run a copy of the Program.  Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission
to receive a copy likewise does not require acceptance.  However,
nothing other than this License grants you permission to propagate or
modify any covered work.  These actions infringe copyright if you do
not accept this License.  Therefore, by modifying or propagating a
covered work, you indicate your acceptance of this License to do so.

  10. Automatic Licensing of Downstream Recipients.

  Each time you convey a covered work, the recipient automatically
receives a license from the original licensors, to run, modify and
propagate that work, subject to this License.  You are not responsible
for enforcing compliance by third parties with this License.

  An "entity transaction" is a transaction transferring control of an
organization, or substantially all assets of one, or subdividing an
organization, or merging organizations.  If propagation of a covered
work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever
licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the
Corresponding Source of the work from the predecessor in interest, if
the predecessor has it or can get it with reasonable efforts.

  You may not impose any further restrictions on the exercise of the
rights granted or affirmed under this License.  For example, you may
not impose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation
(including a cross-claim or counterclaim in a lawsuit) alleging that
any patent claim is infringed by making, using, selling, offering for
sale, or importing the Program or any portion of it.

  11. Patents.

  A "contributor" is a copyright holder who authorizes use under this
License of the Program or a work on which the Program is based.  The
work thus licensed is called the contributor's "contributor version".

  A contributor's "essential patent claims" are all patent claims
owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version,
but do not include claims that would be infringed only as a
consequence of further modification of the contributor version.  For
purposes of this definition, "control" includes the right to grant
patent sublicenses in a manner consistent with the requirements of
this License.

  Each contributor grants you a non-exclusive, worldwide, royalty-free
patent license under the contributor's essential patent claims, to
make, use, sell, offer for sale, import and otherwise run, modify and
propagate the contents of its contributor version.

  In the following three paragraphs, a "patent license" is any express
agreement or commitment, however denominated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to
sue for patent infringement).  To "grant" such a patent license to a
party means to make such an agreement or commitment not to enforce a
patent against the party.

  If you convey a covered work, knowingly relying on a patent license,
and the Corresponding Source of the work is not available for anyone
to copy, free of charge and under the terms of this License, through a
publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner
consistent with the requirements of this License, to extend the patent
license to downstream recipients.  "Knowingly relying" means you have
actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work
in a country, would infringe one or more identifiable patents in that
country that you have reason to believe are valid.

  If, pursuant to or in connection with a single transaction or
arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify
or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered
work and works based on it.

  A patent license is "discriminatory" if it does not include within
the scope of its coverage, prohibits the exercise of, or is
conditioned on the non-exercise of one or more of the rights that are
specifically granted under this License.  You may not convey a covered
work if you are a party to an arrangement with a third party that is
in the business of distributing software, under which you make payment
to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the
parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work
conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement,
or that patent license was granted, prior to 28 March 2007.

  Nothing in this License shall be construed as excluding or limiting
any implied license or other defenses to infringement that may
otherwise be available to you under applicable patent law.

  12. No Surrender of Others' Freedom.

  If conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License.  If you cannot convey a
covered work so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may
not convey it at all.  For example, if you agree to terms that obligate you
to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this
License would be to refrain entirely from conveying the Program.

  13. Use with the GNU Affero General Public License.

  Notwithstanding any other provision of this License, you have
permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single
combined work, and to convey the resulting work.  The terms of this
License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License,
section 13, concerning interaction through a network will apply to the
combination as such.

  14. Revised Versions of this License.

  The Free Software Foundation may publish revised and/or new versions of
the GNU General Public License from time to time.  Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

  Each version is given a distinguishing version number.  If the
Program specifies that a certain numbered version of the GNU General
Public License "or any later version" applies to it, you have the
option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software
Foundation.  If the Program does not specify a version number of the
GNU General Public License, you may choose any version ever published
by the Free Software Foundation.

  If the Program specifies that a proxy can decide which future
versions of the GNU General Public License can be used, that proxy's
public statement of acceptance of a version permanently authorizes you
to choose that version for the Program.

  Later license versions may give you additional or different
permissions.  However, no additional obligations are imposed on any
author or copyright holder as a result of your choosing to follow a
later version.

  15. Disclaimer of Warranty.

  THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW.  EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU.  SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

  16. Limitation of Liability.

  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

  17. Interpretation of Sections 15 and 16.

  If the disclaimer of warranty and limitation of liability provided
above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a
copy of the Program in return for a fee.

                     END OF TERMS AND CONDITIONS

            How to Apply These Terms to Your New Programs

  If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

  To do so, attach the following notices to the program.  It is safest
to attach them to the start of each source file to most effectively
state the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

    Cross Platform Python GUI
    Copyright (C) 2020  Michael Altfield

    This program is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    This program is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with this program.  If not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

  If the program does terminal interaction, make it output a short
notice like this when it starts in an interactive mode:

    Cross Platform Python GUI  Copyright (C) 2020  Michael Altfield
    This program comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
    This is free software, and you are welcome to redistribute it
    under certain conditions; type `show c' for details.

The hypothetical commands `show w' and `show c' should show the appropriate
parts of the General Public License.  Of course, your program's commands
might be different; for a GUI interface, you would use an "about box".

  You should also get your employer (if you work as a programmer) or school,
if any, to sign a "copyright disclaimer" for the program, if necessary.
For more information on this, and how to apply and follow the GNU GPL, see
<http://www.gnu.org/licenses/>.

  The GNU General Public License does not permit incorporating your program
into proprietary programs.  If your program is a subroutine library, you
may consider it more useful to permit linking proprietary applications with
the library.  If this is what you want to do, use the GNU Lesser General
Public License instead of this License.  But first, please read
<http://www.gnu.org/philosophy/why-not-lgpl.html>.
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Similar Projects

The reader may be interested to investigate the following similar projects:



	USB Kill [https://github.com/hephaest0s/usbkill]


	Silk Guardian [https://github.com/NateBrune/silk-guardian]


	Day Tripper [https://github.com/maltfield/daytripper]


	USBGuard [https://usbguard.github.io/]


	suicideCrypt [https://github.com/MonolithInd/suicideCrypt]


	panic_bcast [https://github.com/qnrq/panic_bcast]


	Nuke My LUKS [https://github.com/juliocesarfort/nukemyluks]


	luksAddNuke [http://lxer.com/module/newswire/view/103692/index.html]


	cryptsetup-nuke-keys [https://gitlab.com/kalilinux/packages/cryptsetup-nuke-keys]


	TAILS Memory Erasure [https://tails.boum.org/contribute/design/memory_erasure/]


	TEDD (Transparent Emergency Data Destruction) [https://bitbucket.org/ausiv4/tedd/src/default/]
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(optional) Initialize USB Storage

This section will describe how format the USB storage drive and put the BusKill software on it.


Note

The BusKill software cannot run on the USB drive. It must be run from your computer.

As such, this is an optional step. It’s documented here as a guide for how Alt Shift International prepares the USB Storage Drives when selling BusKill kits to customers. Having the software on the USB drive simply makes it easier for the end-user (so they can just copy the software from the USB drive to their computer instead of downloading it from the Internet).

If you’re building a BusKill cable for your own use, you should probably skip this step and just Download the app.




Windows 10


Step 1: Assemble Cable

If you haven’t yet, assemble the BusKill cable




Step 2: Plug Into Computer

Plug the assembled BusKill Cable (with the USB drive attached through the Magnetic breakaway) into your computer


[image: picture showing the fully-assembled BusKill cable with the USB Storage Drive connected to the magnetic breakaway connected to a laptop's USB port]



Note

By plugging in the USB Storage Drive into the computer via the magnetic breakaway cable (as opposed to plugging the USB Storage Drive directly into the machine), you also verify the functionality of the cable’s pinout.






Step 3: Format

Open Windows Explorer (Start -> File Explorer)


[image: ../_images/buskill_usb_storage_win_open_file_explorer.png]


Click on “This PC”


[image: ../_images/buskill_usb_storage_win_click_this_pc.png]


Under Devices and drives, right-click on the USB drive and choose Format


[image: ../_images/buskill_usb_storage_win_click_format.png]



Warning

Make absolutely sure you’ve selected the correct drive!!

If you select the wrong drive, it may result in irrevocable deletion of all your data!

If you’re not sure, unplug the BusKill cable and plug it back in again. The drive will disappear and reappear. Make absolutely sure you’re choosing the BusKill USB Storage Drive before proceeding with the format.



In the new window:


	Set the File system to FAT32


	Leave the Allocation unit size at the default 4096 bytes


	For Volume label, type BusKill


	Leave the Quick Format option checked


	Click Start





[image: ../_images/buskill_usb_storage_win_format_options.png]



Note

Make sure the Volume label is BusKill with an upper-case B and K – not Buskill nor buskill.



Double-check that you’ve selected the correct drive before clicking OK in the WARNING prompt. If you proceed with formatting the wrong drive, it will immediately lead to loss of all your data on that drive.


[image: ../_images/buskill_usb_storage_win_format_warning.png]


After the format completes, close the windows.


[image: ../_images/buskill_usb_storage_win_format_complete.png]


In the File Explorer, you should now see a drive named BusKill


[image: screenshot shows the USB Drive under "This PC" is named "BUSKILL"]





Step 4: Download, Verify, Extract Archive


Note

You only need to do this step once. If you’ve already downloaded, verified, and extracted the archive to your computer, then skip this step



You should have already received:


	A download link to the “usbRoot” compressed archive and


	A SHA256 Hash for this file




Download the archive using the provided link and put it in your Downloads folder. This archive contains the files that will be extracted onto the newly formatted USB Storage Drive.


Note

Advanced users can build the .zip archive themselves using docker by checking out the git repo and executing the following script.


	https://github.com/BusKill/buskill-app/blob/dev/build/usb/debianWrapper.sh






Open a new File Explorer Window (File -> New Window) and open your Downloads folder. Find the .zip archive.







	
[image: screenshot shows how to open a new File Explorer Window (File -> New Window)]



	
[image: screenshot shows where to click "Downloads"]








Before extracting the archive’s contents, check the integrity of the compressed archive via its SHA256 checksum. This is the “hash” or “checksum” that you should have received with the download link.

Check the integrity of the archive in PowerShell (Start -> Windows PowerShell).


[image: screenshot shows how to open Windows PowerShell (Start -> PowerShell)]


Type the following command:

Get-FileHash Downloads\buskill*.zip






[image: screenshot shows the SHA256 output from the File-GetHash command]


Check that the Hash exactly matches the hash provided along with the download link.


Warning

Do not proceed if the hash doesn’t match.

If the hash does not match, it’s an indication that the compressed archive is corrupted. This means the software won’t work for the customer, so this is a critical QA step.



If the hash matches, close the PowerShell window and extract its contents.


[image: screenshot shows how to close the PowerShell window (click the "X")]


Right-click on the archive and click Extract All...


[image: screenshot shows]


Click Extract


[image: screenshot shows the "Extract Compressed (Zipped) Folders" wizard and highlights the "Extract" button to proceed]





Step 4: Copy Files

In the extracted archive’s directory, enter the usbRoot directory.

Double-click usbRoot


[image: screenshot shows the extracted archive's contents root with one folder titled "usbRoot"]



Note

Do not copy the usbRoot folder to the USB Storage Drive. Copy the contents of the usbRoot folder to the USB Storage Drive.



Click Home -> Select All


[image: screenshot shows the process to click Home -> Select All]


Click Home -> Copy to -> Choose location...


[image: screenshot shows the process to click Home -> Copy to -> Choose location...]


Under This PC select the BUSKILL USB Storage Drive and click Copy


[image: screenshot shows the "Copy Items" popup window and "BUSKILL" selected as the destination, with the "Copy" button selected]


When the copy finishes, close the top two File Explorer windows







	
[image: screenshot shows three File Explorer windows with the "X" highlighted on the top-most window]



	
[image: screenshot shows two File Explorer windows with the "X" highlighted on the top-most window]











Step 4: Safely Eject

Right-click on the BUSKILL USB Storage Drive and click Eject


[image: screenshot shows the right-click menu for the "BUSKILL" drive and the "Eject" option highlighted]



Warning

Do not simply remove the USB Storage Drive from your computer without first ejecting it as shown above!!

Physically removing the drive from the computer before clicking Eject can cause data to not be written, even after the copy finishes successfully.

If the data isn’t fully written to the disk before it’s removed, the software on the USB Storage Drive could be corrupt. This means the software won’t work for the customer, so this is a critical QA step.



Wait until the drive disappears from the File Explorer window.


[image: screenshot shows that the USB Drive named "BusKill" is no longer visible in the File Explorer window]


After the drive is no longer visible, physically remove the USB Storage Drive.




Step 5: Verify Integrity

Plug the BusKill Cable into the computer again.


[image: picture showing the fully-assembled BusKill cable with the USB Storage Drive connected to the magnetic breakaway connected to a laptop's USB port]


Double-click the BUSKILL drive when it appears


[image: screenshot shows the USB Drive under "This PC" is named "BUSKILL"]


Double-click provision


[image: screenshot shows the file "provision" selected at the root of the USB Storage Drive]


If the window says FAIL, then something is wrong with the drive. Go back to the Format step above and retry.

If the window says PASS then everything worked. Close the command prompt window and safely eject the drive.







	
[image: screenshot shows how to close the command prompt window, with the "X" on the top-right highlighted]



	
[image: screenshot shows the right-click menu for the "BUSKILL" drive and the "Eject" option highlighted]








After the drive is no longer visible, physically remove the USB Storage Drive.






Linux

TODO




MacOS

TODO







            

          

      

      

    

  

    
      
          
            
  
Frequently Asked Questions


Q: What actions can I trigger with BusKill?

Anything scriptable! Currently BusKill supports locking your screen and shutting down your computer.




Q: Self-destruct?!? Will this brick my computer?

No. Advanced users can add triggers that wipe RAM and encryption keys. This self-destruct sequence will make all of the data previously stored on a machine with Full Disk Encryption permanently useless. Note that this “self-destruct” sequence destroys the data only, not the hardware.

This self-destruct trigger is not included in BusKill by default. So for most users, the worst that can happen is your machine powers off. No data loss. No fried hardware.




Q: Could an attacker clone my BusKill drive and quickly insert it before stealing my laptop?

No. Even if an exact replica was inserted, BusKill will still be triggered if it’s disconnected.




Q: But I’m using 2FA and my OS has FDE with AES 256 and a 20-word passphrase.

That’s good! But it won’t protect you if a thief snatch-and-runs with your laptop after you’ve authenticated.

The only way to defend against this sort of attack is by using a Dead Man Switch to detect that you’ve been replaced at the helm, such as BusKill.




Q: But bluetooth…

Using a radio-based Dead Man Switch introduces complexity, delays, and an increased vector of attack. BusKill is a simple hardware kill cord and is therefore more secure than any wireless solution.




Q: Where can I buy a BusKill cable?

You can purchase a BusKill cable [https://buskill.in/buy] from our website.




Q: How can I get updates about BusKill?

You can signup for our BusKill email newsletter [https://www.buskill.in/#newsletter] or follow us on any of the following social media profiles:


	Twitter @BusKillin [https://twitter.com/buskillin]


	Facebook @BusKill.in [https://www.facebook.com/BusKill.in/]


	Mastodon BusKillin@Mastodon.social [https://mastodon.social/@BusKillin]


	GitHub BusKill [https://github.com/BusKill]


	YouTube BusKill [https://www.youtube.com/channel/UC5Njxb027m2OmrocrH33oew/about]







Q: My questions isn’t listed. Where can I get support?

Please see Support







            

          

      

      

    

  

    
      
          
            
  
Dependencies

This section documents the various software dependencies of the BusKill App.

Note that our releases are self-contained executables that already include these dependencies, so you do not need to install them on your machine to run the BusKill software. This documentation is for informational purposes only.


All Platforms

The following software is a dependency for the BusKill app on all our releases for all platforms.


	python [https://www.python.org] (PSF [https://docs.python.org/3/license.html])


	GnuPG [https://www.gnupg.org/] (GPL-3+ [https://www.gnupg.org/faq/HACKING.html])




We also depend on the following python modules


	gnupg [https://github.com/vsajip/python-gnupg] (BSD [https://github.com/vsajip/python-gnupg/blob/master/LICENSE.txt])


	kivy [https://kivy.org/] (MIT [https://github.com/kivy/kivy/blob/master/LICENSE])




We also use the following python modules, which are built-into python


	argparse


	logging


	sys


	multiprocessing


	threading


	subprocess


	tempfile


	platform


	os


	re


	math


	random


	distutils


	hashlib


	webbrowser


	textwrap


	shutil


	traceback


	pickle


	urllib


	certifi


	json


	tarfile


	zipfile







Linux

The following software is a dependency for the BusKill app only in the Linux builds.

We also depend on the following python modules


	libusb1 [https://github.com/vpelletier/python-libusb1] (LGPLv2+ [https://github.com/vpelletier/python-libusb1/blob/master/COPYING.LESSER])







Windows

The following software is a dependency for the BusKill app only in the Windows builds.

And we also use the following python modules, which are built-into python


	ctypes


	win32api


	win32con


	win32gui







MacOS

The following software is a dependency for the BusKill app only in the MacOS builds.


	gettext [https://savannah.gnu.org/projects/gettext/] (GPL-3+ [https://git.savannah.gnu.org/gitweb/?p=gettext.git;a=blob_plain;f=COPYING;hb=HEAD])




We also depend on the following python modules


	libusb1 [https://github.com/vpelletier/python-libusb1] (LGPLv2+ [https://github.com/vpelletier/python-libusb1/blob/master/COPYING.LESSER])




And we also use the following python modules, which are built-into python


	ctypes










            

          

      

      

    

  

    
      
          
            
  
Testing buskill-app

This section documents how to test the BusKill App.


Note


Currently we don’t have any automated tests. While we’d like to change that, it’s not clear how to simulate USB hotplug events in automated tests. Progress on this research can be found here:





	https://github.com/BusKill/buskill-app/issues/32


	https://github.com/BusKill/buskill-app/issues/38


	https://stackoverflow.com/questions/74090470/simulating-a-hotplug-event-with-libusb-test-debugging







Linux

Because of how easy it is to quickly “install” and launch various Linux distributions in a new docker container, Linux is the easiest platform on which to test the BusKill app.


Note


Currently it’s not possible to automate these tests on GitHub because nested virtualization is not available on shared GitHub Runners. For more info, see





	https://github.com/BusKill/buskill-app/issues/32#issuecomment-1207248758


	https://github.com/actions/runner-images/issues/183






On a machine that supports nested virtualization (eg your laptop), execute the following commands to launch the BusKill app in CLI mode on a dozen or so different Linux distributions (Note: Replace BUSKILL_RELEASE_URL with a link to the release you’d like to test).

sudo apt-get install docker.io
sudo bash -c 'gpasswd -a "${SUDO_USER}" docker'
su - `whoami`

BUSKILL_RELEASE_URL='https://github.com/BusKill/buskill-app/releases/download/3309700248_linux/buskill-lin-v0.6.0-x86_64.tbz'
DOCKER_IMAGES='ubuntu:14.04 ubuntu:16.04 ubuntu:18.04 ubuntu:20.04 ubuntu:22.04 debian:oldstable-slim debian:stable-slim fedora:35 fedora:36 fedora:37'

tmpDir=`mktemp -d`
pushd "${tmpDir}"

wget "${BUSKILL_RELEASE_URL}"
tar -xjvf buskill-lin-*.tbz
buskill_release_dir=`find "${tmpDir}" -mindepth 1 -maxdepth 1 -type d`

# create script for this iteration of the loop
cat > "runInDockerContainer.sh" <<EOF
#!/bin/bash
apt-get update
apt-get install -y libfuse2 libusb-1.0-0-dev
/root/buskill-app/buskill-*/buskill-*.AppImage --arm
EOF
chmod +x runInDockerContainer.sh

for image in ${DOCKER_IMAGES}; do

        # create script for this iteration of the loop
        script_path="${image}.sh"
        cat > "${script_path}" <<EOF
        echo ${image}

        cd "${buskill_release_dir}"
        export DOCKER_CONTENT_TRUST=1
        docker run --privileged --rm --net host -v /run/udev/control:/run/udev/control -v "`pwd`:/root/buskill-app" -it ${image} /root/buskill-app/runInDockerContainer.sh

        read waiting
EOF
        chmod +x "${script_path}"

        x-terminal-emulator -e bash ${script_path} &
done








Windows

Linux users can test on Windows by running Windows in a VM. Microsoft provides free downloads of Windows 10 for 90-days for testing purposes, which can be found here:



	https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise







If you’re struggling to get USB passthrough to work in you VM software (eg Xen, VMWare, VirtualBox, etc), you can instead create a “Virtual Hard Drive” using built-in Microsoft tools. Mounting the VHD will cause a USB Hotplug event. Removing the VHD will cause a USB Hotplug Removal event, which will simulate the removal of the BusKill cable and cause the BusKill app to execute the trigger.

To create a new VHD on Windows 10:


	Click inside “Type here to search”


	Type “Disk Management”


	Click on “Create and format hard disk partitions”


	On the new window, click “Action” -> “Create VHD”


	Click “Browse”


	Type “BusKill” for “Location” to create a file named “BusKill.vhd”


	Click “Save”


	Type “10” for “Virtual hard disk size” (to create a 10 MB VHD)


	Click “OK”


	Click “Action” -> “Attach VHD”


	Click “Browse”


	Click “BusKill.vhd”


	Click “Open”


	Click “OK”


	Scroll-down in the bottom-half of the “Disk Management” window, and right-click the left part of the new 10 MB “Unknown” disk. Select “Initalize Disk”


	Click “OK”


	Right-click the right part of the new disk (9 MB Unallocated). Select “New Simple Volume”.


	Click “Next”. Click “Next”. Click “Next”. Click “Next”. Click “Finish”.


	Open Windows Explorer and go to “This PC”. You’ll see a “New Volume”.




You can now open the BusKill app and arm it. If you eject the “New Volume” (right click it and select “Eject”, then the BusKill app will execute the configured trigger.

You can re-attach the VHD by opening “Disk Management” and going to “Action” -> “Attach VHD”




MacOS

Apple is very hostile to developers, and they don’t make it easy run MacOS in a VM on Linux.

If you know of a way to:


	Easily run MacOS in a VM, and/or


	Simulate USB hotplug events in a headless machine running MacOS




…then please do contact us [https://buskill.in/contact/].

Fortunately, the BusKill project is sponsored by Mac Stadium [https://www.macstadium.com/opensource]. They donated a Mac Mini to us, which runs in their cloud. We tunnel VNC through SSH and use it to test the BusKill app.


Note

We don’t know of any way to simulate USB Hotplug events on MacOS, so we just use the --run-trigger argument to the BusKill app to confirm that our triggers on MacOS work.



If you have a machine running MacOS, one simple thing you can do to help the BusKill project is offer to test new releases on MacOS. If you’d like to help us test BusKill on MacOS, please contact us [https://buskill.in/contact/].







            

          

      

      

    

  

    
      
          
            
  
Destructive Triggers

This section will describe how BusKill can be used to initiate destructive triggers.

Destructive triggers include triggers that are designed to cause damage to your data when BusKill is triggered, such as software self-destruct sequences.


Intentional Difficulty

Some people are disappointed when they learn that the BusKill app doesn’t include any self-destruct triggers. This is intentional. We raise the barrier of entry on destructive triggers because most people probably don’t actually want an accidental false-positive to destroy all their data and

We do not include destructive triggers in the BusKill app, and we intentionally make it difficult to use destructive triggers with BusKill.


Warning

The guides linked-to in this section contains experimental files, commands, and software. This information may or may not lead to corruption or total permanent deletion of some or all of your data. We’ve done our best to carefully guide the reader so they know the risks of each BusKill trigger, but we cannot be responsible for any data loss that has occurred as a result of following these guides.

The contents of this documentation is provided openly and is licensed under the CC BY-SA license. The software is licensed under the GNU GPLv3 license. All content here is consistent with the limitations of liabilities outlined in its respective licenses.

We highly recommend that any experiments with the scripts included in this article are used exclusively on a disposable machine containing no valuable data.

If data loss is a concern for you, then leave now and do not proceed with following this guide. You have been warned.






LUKS

BusKill users who run Linux or QubesOS can configure BusKill with udev rules that will wipe the LUKS header, rendering your entire FDE Disks’ data permanently inaccessible.

For more information on how to configure BusKill to trigger a LUKS Header Shredder, see the following article:



	https://www.buskill.in/luks-self-destruct/







If you’re running QubesOS, see our section on Qubes.



	QubesOS













            

          

      

      

    

  

    
      
          
            
  
BUSKILL(1)


	Author

	Michael Altfield (michael@michaelaltfield.net) and
The BusKill Team (https://buskill.in/contact)






NAME

buskill - Lock or shutdown if your device is stolen (for use with laptop kill cord)




SYNOPSIS

buskill [options]




DESCRIPTION

buskill is a cross-platform CLI and GUI app that can lock or shutdown your computer when a USB hotplug removal event occurs.

It’s designed to work with the BusKill laptop kill cord, which is a hardware dead man switch that tethers a user to their computer via a USB cable with an integrated magnetic breakaway. If the cable is disconnected (eg by a snatch-and-run thief stealing the user’s machine), then this software can trigger the computer to lock or shutdown – thus protecting encrypted files (eg bitcoin private keys) or current login sessions (eg online banking) from theft.




OPTIONS

-h, –help
: Show this help message and exit.

–version
: Print version and exit.

–list-triggers
: List all available triggers.

-v, –verbose
: Increase output verbosity.

-t , –trigger
: Choose trigger to execute. See –list-triggers for all possible values.

-T, –run-trigger
: Immediately execute the trigger on start.

-a, –arm
: Arms BusKill.




EXAMPLES

buskill –list-triggers
: Display all possible triggers, then exits.

buskill –trigger lock-screen –arm
: Arm the buskill app with the ‘lock-screen’ trigger so that a USB hotplug removal event will lock the device’s screen

buskill –trigger soft-shutdown –arm
: Arm the buskill app with the ‘soft-shutdown’ trigger so that a USB hotplug removal event will cause the device to shutdown




SEE ALSO

This manpage is limited in scope. The BusKill project’s main documentation (complete with images and videos) is available at docs.buskill.in [https://docs.buskill.in]


	Full Documentation [https://docs.buskill.in]


	Official BusKill Project Website [https://buskill.in]










            

          

      

      

    

  

    
      
          
            
  
QubesOS

Due to the brilliant QubesOS security-through-compartimentalization [https://freedom.press/news/the-operating-system-that-can-protect-you-even-if-you-get-hacked/] design, the BusKill app is not supported on QubesOS.

However, you can use BusKill on QubesOS using udev rules on sys-usb and trigger rules & keyboard shortcuts to disarm/arm BusKill in dom0.

For more information on how to use BusKill on QubesOS, see the following articles:



	Introducing BusKill: A Kill Cord for your Laptop [https://www.buskill.in/buskill-laptop-kill-cord-dead-man-switch/]


	BusKill in QubesOS part 1: lock, shutdown & self-destruct [https://www.buskill.in/qubes-os/]


	BusKill in QubesOS part 2: Arm & Disarm shortcut [https://www.buskill.in/qubes-disarm/]
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